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Glossary of Acronyms, Terms, and
Abbreviations

ABC – Approved Budget for the Contract.  

SBAC – Special Bids and Awards Committee.

Bid – A signed offer or proposal to undertake a contract submitted by a bidder in
response to and in consonance with the requirements of the bidding documents. Also
referred to as Proposal and Tender. (2016 revised IRR, Section 5[c])

Bidder – Refers to a contractor, manufacturer, supplier, distributor and/or consultant
who submits a bid in response to the requirements of the Bidding Documents. (2016
revised IRR, Section 5[d])

Bidding Documents – The documents issued by the Procuring Entity as the bases for
bids, furnishing all information necessary for a prospective bidder to prepare a bid for
the Goods, Infrastructure Projects, and/or Consulting Services required by the
Procuring Entity. (2016 revised IRR, Section 5[e])

BIR – Bureau of Internal Revenue.

BSP – Bangko Sentral ng Pilipinas. 

Consulting Services – Refer to services for Infrastructure Projects and other types of
projects or activities of the GOP requiring adequate external technical and professional
expertise that are beyond the capability and/or capacity of the GOP to undertake such
as, but not limited to: (i) advisory and review services; (ii) pre-investment or feasibility
studies; (iii) design; (iv) construction supervision; (v) management and related services;
and (vi) other technical services or special studies. (2016 revised IRR, Section 5[i])

CDA - Cooperative Development Authority.

Contract – Refers to the agreement entered into between the Procuring Entity and the
Supplier or Manufacturer or Distributor or Service Provider for procurement of Goods
and Services; Contractor for Procurement of Infrastructure Projects; or Consultant or
Consulting Firm for Procurement of Consulting Services; as the case may be,  as
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recorded in the Contract Form signed by the parties, including all attachments and
appendices thereto and all documents incorporated by reference therein.

CIF – Cost Insurance and Freight.

CIP – Carriage and Insurance Paid.

CPI – Consumer Price Index.

DDP – Refers to the quoted price of the Goods, which means “delivered duty paid.”

DTI – Department of Trade and Industry.

EXW – Ex works.

FCA – “Free Carrier” shipping point.

FOB – “Free on Board” shipping point.

Foreign-funded Procurement or Foreign-Assisted Project– Refers to procurement
whose funding source is from a foreign government, foreign or international financing
institution as specified in the Treaty or International or Executive Agreement. (2016
revised IRR, Section 5[b]).

Framework Agreement – Refers to a written agreement between a procuring entity
and a supplier or service provider that identifies the terms and conditions, under which
specific purchases, otherwise known as “Call-Offs,” are made for the duration of the
agreement. It is in the nature of an option contract between the procuring entity and the
bidder(s) granting the procuring entity the option to either place an order for any of the
goods or services identified in the Framework Agreement List or not buy at all, within a
minimum period of one (1) year to a maximum period of three (3) years. (GPPB
Resolution No. 27-2019)

GFI – Government Financial Institution.  

GOCC – Government-owned and/or –controlled corporation.

Goods – Refer to all items, supplies, materials and general support services, except
Consulting Services and Infrastructure Projects, which may be needed in the transaction
of public businesses or in the pursuit of any government undertaking, project or activity,
whether in the nature of equipment, furniture, stationery, materials for construction, or
personal property of any kind, including non-personal or contractual services such as
the repair and maintenance of equipment and furniture, as well as trucking, hauling,
janitorial, security, and related or analogous services, as well as procurement of
materials and supplies provided by the Procuring Entity for such services. The term
“related” or “analogous services” shall include, but is not limited to, lease or purchase of
office space, media advertisements, health maintenance services, and other services
essential to the operation of the Procuring Entity. (2016 revised IRR, Section 5[r])
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GOP – Government of the Philippines.

GPPB – Government Procurement Policy Board.

INCOTERMS – International Commercial Terms.

Infrastructure Projects – Include the construction, improvement, rehabilitation,
demolition, repair, restoration or maintenance of roads and bridges, railways, airports,
seaports, communication facilities, civil works components of information technology
projects, irrigation, flood control and drainage, water supply, sanitation, sewerage and
solid waste management systems, shore protection, energy/power and electrification
facilities, national buildings, school buildings, hospital buildings, and other related
construction projects of the government. Also referred to as civil works or works. (2016
revised IRR, Section 5[u])

LGUs – Local Government Units. 

NFCC – Net Financial Contracting Capacity.

NGA – National Government Agency.

PhilGEPS - Philippine Government Electronic Procurement System. 

Procurement Project – refers to a specific or identified procurement covering goods,
infrastructure project or consulting services. A Procurement Project shall be described,
detailed, and scheduled in the Project Procurement Management Plan prepared by the
agency which shall be consolidated in the procuring entity's Annual Procurement Plan.
(GPPB Circular No. 06-2019 dated 17 July 2019)

PSA – Philippine Statistics Authority. 

SEC – Securities and Exchange Commission.

SLCC – Single Largest Completed Contract.

Supplier – refers to a citizen, or any corporate body or commercial company duly
organized and registered under the laws where it is established, habitually established
in business and engaged in the manufacture or sale of the merchandise or performance
of the general services covered by his bid. (Item 3.8 of GPPB Resolution No. 13-2019,
dated 23 May 2019). Supplier as used in these Bidding Documents may likewise refer to
a distributor, manufacturer, contractor, or consultant.

UN – United Nations.
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Section I.

Invitation to Bid
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INVITATION TO BID

PROCUREMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF ICT
INFRASTRUCTURE AND EQUIPMENT FOR THE NATIONAL ACADEMY OF SPORTS

(NAS) – PHASE 2 AT NEW CLARK CITY

1. The BASES CONVERSION AND DEVELOPMENT AUTHORITY (hereinafter referred to as BCDA),
through the 2022 General Appropriations Act (validity extended pursuant to Republic Act
No. 11639) intends to apply the sum of Fifty-Five Million Seven Hundred Fifty Thousand
Pesos and 00/100 (PhP 55,750,000.00), inclusive of VAT and all other applicable government
taxes, fees, and charges, being the Approved Budget for the Contract (ABC) to payments for the
Supply, Delivery and Installation of Gymnastics Equipment for the National Academy of Sports
(NAS) – Phase 2 at New Clark City.

2. BCDA now invites bids for Supply, Delivery and Installation of ICT Infrastructure and Equipment
for the National Academy of Sports (NAS) – Phase 2 at New Clark City. Supply, Delivery and
Installation of the Goods is required within One Hundred Twenty (120) calendar days from the
receipt of Notice to Proceed. Bidders should have completed, within Ten (10) years prior from
the date of submission and receipt of bids, a contract similar to the Project. The description of an
eligible bidder is contained in the Bidding Documents, particularly, in Section II. Instruction to
Bidders.

3. Bidding will be conducted through open competitive bidding procedures using a
non-discretionary “pass/fail” criterion as specified in the 2016 Revised Implementing Rules and
Regulations (IRR) of Republic Act (RA) No. 9184, otherwise known as the “Government
Procurement Reform Act”

Bidding is restricted to Filipino citizens/sole proprietorships, partnerships, or
organizations with at least sixty percent (60%) interest or outstanding capital stock
belonging to citizens of the Philippines, and to citizens or organizations of a country the
laws or regulations of which grant similar rights or privileges to Filipino citizens,
pursuant to RA No. 5183.

4. Prospective Bidders may obtain further information from BCDA and inspect the Bidding
Documents at the address given below from 8:00 AM - 5:00 PM and /or at the BCDA
website (https://bcda.gov.ph/bids).

5. A complete set of Bidding Documents may be acquired by interested Bidders from the
BCDA Corporate Center, 9/F One West Aeropark Building, Industrial Estate 5, Clark
Global City, Clark Freeport Zone, Pampanga, starting 20 October 2023 to 13 November
2023 from 8:00 AM to 5:00 PM. except Saturdays, Sundays and Holidays. and until 9:00
AM on 14 November 2023 (Tuesday), upon payment of non-refundable fee, pursuant
to the latest Guidelines issued by the GPPB,

Cost of Bidding Documents

₱50,000.00

6

https://bcda.gov.ph/bids


Payment shall be made through online transfer or bank deposit to BCDA’s
Landbank account prior to the issuance of the bidding documents. Kindly
coordinate with the Secretariat on the bank details.

6. The Procuring Entity shall allow the bidder to present its proof of payment for the fees
through the email address sbac_sec_nasp2@bcda.gov.ph.

7. BCDA will hold a Pre-Bid Conference on 27 October 2023 (Friday) at 9:00 AM at BCDA
Corporate Center, 9/F One West Aeropark Building, Industrial Estate 5, Clark Global City,
Clark Freeport Zone, Pampanga and/or through videoconferencing/ webcasting via
Google Meet/Zoom, which shall be open to prospective bidders. To be able to join the
online pre-bid conference, a written request shall be made/e-mailed to the SBAC
Secretariat by the prospective bidders.

8. Bids must be duly received by the SBAC Secretariat through manual submission at the
BCDA Corporate Center, 9/F One West Aeropark Building, Industrial Estate 5, Clark
Global City, Clark Freeport Zone, Pampanga on or before 9:00 AM, 14 November 2023
(Tuesday). Late bids shall not be accepted.

9. All Bids must be accompanied by a bid security in any of the acceptable forms and in the
amount stated in ITB Clause 14.

10. Bid opening shall be on 10:00 AM, 14 November 2023 (Tuesday) at BCDA Corporate
Center, 9/F One West Aeropark Building, Industrial Estate 5, Clark Global City, Clark
Freeport Zone, Pampanga. Bids will be opened in the presence of the bidders’
representatives who choose to attend the Bid Opening at the address mentioned in the
preceding paragraph, and at the same time, via video conferencing through Google
Meet/Zoom. An email invitation will be sent to bidders who purchased the bid
documents.

11. The BCDA reserves the right to reject any and all bids, declare a failure of bidding, or not
award the contract at any time prior to contract award in accordance with Sections 35.6
and 41 of the 2016 revised IRR of RA No. 9184, without thereby incurring any liability to
the affected bidder or bidders.

12. Prospective bidders are expected to have read the bidding documents including the
technical specifications prior to attending the pre-bid conference.

13. BCDA reserves the right to waive minor defects in forms and requirements as long as
they do not affect the genuineness and authenticity of the documents submitted.

For more information, please refer to:
Mr. Raul Buensalida (SBAC Secretariat Head), 8575-1700, sbac_sec_nasp2@bcda.gov.ph

SPECIAL BIDS AND AWARDS COMMITTEE FOR NAS
By:

RICHARD BRIAN M. CEPE
Chairperson
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Instructions to
Bidders
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INSTRUCTIONS TO BIDDERS

1. Scope of Bid

The Procuring Entity, BCDA wishes to receive Bids for the Supply, Delivery
and Installation of ICT Infrastracture and Equipment for the National Academy of
Sports (NAS) – Phase 2 at New Clark City as described in the Technical
Specification herein the bidding documents (hereinafter referred to as the
“Goods”) as described in Section VII. Technical Specification.

2. Funding Information

2.1. The GOP through the source of funding as indicated below for the Supply,
Delivery and Installation of ICT Infrastracture and Equipment for the
National Academy of Sports (NAS) – Phase 2 at New Clark City in the
amount of Fifty-Five Million Seven Hundred Fifty Thousand Pesos and
00/100 (PhP 55,750,000.00), inclusive of all government taxes and fees.

2.2. The source of funding is the 2022 General Appropriations Act.

3. Bidding Requirements

The Bidding for the Project shall be governed by all the provisions of RA No. 9184
and its 2016 revised IRR, including its Generic Procurement Manuals and
associated policies, rules and regulations as the primary source thereof, while the
herein clauses shall serve as the secondary source thereof.

Any amendments made to the IRR and other GPPB issuances shall be applicable
only to the ongoing posting, advertisement, or IB by the SBAC through the
issuance of a supplemental or bid bulletin.

The Bidder, by the act of submitting its Bid, shall be deemed to have verified and
accepted the general requirements of this Project, including other factors that
may affect the cost, duration and execution or implementation of the contract,
project, or work and examine all instructions, forms, terms, and project
requirements in the Bidding Documents.

4. Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Entity, as well as the Bidders and Suppliers, shall observe the
highest standard of ethics during the procurement and execution of the contract.
They or through an agent shall not engage in corrupt, fraudulent, collusive,
coercive, and obstructive practices defined under Annex “I” of the 2016 revised
IRR of RA No. 9184 or other integrity violations in competing for the Project.
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5. Eligible Bidders

5.1. Only Bids of Bidders found to be legally, technically, and financially
capable will be evaluated.

5.2. If applicable,

a. Foreign ownership exceeding those allowed under the rules may
participate pursuant to:

i. When a Treaty or International or Executive Agreement as
provided in Section 4 of the RA No. 9184 and its 2016 revised
IRR allow foreign bidders to participate;

ii. Citizens, corporations, or associations of a country, included
in the list issued by the GPPB, the laws or regulations of
which grant reciprocal rights or privileges to citizens,
corporations, or associations of the Philippines;

iii. When the Goods sought to be procured are not available from
local suppliers; or

iv. When there is a need to prevent situations that defeat
competition or restrain trade.

b. Foreign ownership limited to those allowed under the rules may
participate in this Project.

5.3. Pursuant to Section 23.4.1.3 of the 2016 revised IRR of RA No.9184, the
Bidder shall have an SLCC that is at least one (1) contract similar to the
Project the value of which, adjusted to current prices using the PSA’s CPI,
must be at least equivalent to:

If applicable:

a. For the procurement of Non-expendable Supplies and Services: The
Bidder must have completed a single contract that is similar to this
Project, equivalent to at least fifty percent (50%) of the ABC.

b. For the procurement of Expendable Supplies: The Bidder must have
completed a single contract that is similar to this Project, equivalent to
at least twenty-five percent (25%) of the ABC.

c. For procurement where the Procuring Entity has determined, after
the conduct of market research, that imposition of either (a) or (b)
will likely result to failure of bidding or monopoly that will defeat the
purpose of public bidding: the Bidder should comply with the
following requirements, if and when applicable:
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i. Completed at least two (2) similar contracts, the aggregate
amount of which should be equivalent to at least fifty percent
(50%) in the case of non-expendable supplies and services or
twenty-five percent (25%) in the case of expendable supplies] of
the ABC for this Project; and

ii. The largest of these similar contracts must be equivalent to at
least half of the percentage of the ABC as required above.

5.4. The Bidders shall comply with the eligibility criteria under Section 23.4.1
of the 2016 IRR of RA No. 9184.

6. Origin of Goods

There is no restriction on the origin of goods other than those prohibited by a
decision of the UN Security Council taken under Chapter VII of the Charter of the
UN, subject to Domestic Preference requirements under ITB Clause 18.

7. Subcontracts

7.1. The Bidder may subcontract portions of the Project to the extent allowed
by the Procuring Entity as stated herein, but in no case more than twenty
percent (20%) of the Project.

The Procuring Entity has prescribed that:

Subcontracting is not allowed.

8. Pre-Bid Conference

The Procuring Entity will hold a pre-bid conference for this Project on 27
October 2023, starting 9:00 AM at the BCDA Corporate Center, 9/F One West
Aeropark Building, Industrial Estate 5, Clark Global City, Clark Freeport Zone,
Pampanga and/or through videoconferencing/webcasting as indicated in
paragraph 6 of the IB.

9. Clarification and Amendment of Bidding Documents

Prospective bidders may request for clarification on and/or interpretation of any
part of the Bidding Documents. Such requests must be in writing and received by
the Procuring Entity, either at its given address or through electronic mail
indicated in the IB, at least ten (10) calendar days before the deadline set for the
submission and receipt of Bids.
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10. Documents comprising the Bid: Eligibility and Technical
Components

10.1. The first envelope shall contain the eligibility and technical documents of
the Bid as specified in Section VIII (Checklist of Technical and
Financial Documents).

10.2. The Bidder’s SLCC as indicated in ITB Clause 5.3 should have been
completed within Ten (10) years from the date of submission and receipt
of bids, a contract similar to the Project.

10.3. If the eligibility requirements or statements, the bids, and all other
documents for submission to the SBAC are in foreign language other than
English, it must be accompanied by a translation in English, which shall be
authenticated by the appropriate Philippine foreign service establishment,
post, or the equivalent office having jurisdiction over the foreign bidder’s
affairs in the Philippines. Similar to the required authentication above, for
Contracting Parties to the Apostille Convention, only the translated
documents shall be authenticated through an apostille pursuant to GPPB
Resolution No. 13-2019 dated 23 May 2019. The English translation shall
govern, for purposes of interpretation of the bid.

11. Documents comprising the Bid: Financial Component

11.1. The second bid envelope shall contain the financial documents for the Bid
as specified in Section VIII (Checklist of Technical and Financial
Documents).

11.2. If the Bidder claims preference as a Domestic Bidder or Domestic Entity, a
certification issued by DTI shall be provided by the Bidder in accordance
with Section 43.1.3 of the 2016 revised IRR of RA No. 9184.

11.3. Any bid exceeding the ABC indicated in paragraph 1 of the IB shall not be
accepted.

11.4. For Foreign-funded Procurement, a ceiling may be applied to bid prices
provided the conditions are met under Section 31.2 of the 2016 revised
IRR of RA No. 9184.

12. Bid Prices

12.1. Prices indicated on the Price Schedule shall be entered separately in the
following manner:

a. For Goods offered from within the Procuring Entity’s country:
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i. The price of the Goods quoted EXW (ex-works, ex-factory,
ex-warehouse, ex-showroom, or off-the-shelf, as applicable);

ii. The cost of all customs duties and sales and other taxes
already paid or payable;

iii. The cost of transportation, insurance, and other costs
incidental to delivery of the Goods to their final destination;
and

iv. The price of other (incidental) services, if any, listed in e.

b. For Goods offered from abroad:

i. Unless otherwise stated in the BDS, the price of the Goods
shall be quoted delivered duty paid (DDP) with the place of
destination in the Philippines as specified in the BDS. In
quoting the price, the Bidder shall be free to use
transportation through carriers registered in any eligible
country. Similarly, the Bidder may obtain insurance services
from any eligible source country.

ii. The price of other (incidental) services, if any, as listed in
Section VII (Technical Specifications).

13. Bid and Payment Currencies

13.1. For Goods that the Bidder will supply from outside the Philippines, the bid
prices may be quoted in the local currency or tradeable currency accepted
by the BSP at the discretion of the Bidder. However, for purposes of bid
evaluation, Bids denominated in foreign currencies, shall be converted to
Philippine currency based on the exchange rate as published in the BSP
reference rate bulletin on the day of the bid opening.

13.2. Payment of the contract price shall be made in Philippine Pesos.

14. Bid Security

14.1. The Bidder shall submit a Bid Securing Declaration1 or any form of Bid
Security in the amount indicated in the BDS, which shall be not less than
the percentage of the ABC in accordance with the schedule in the BDS.

14.2. The Bid and Bid Security shall be valid until one hundred twenty (120)
calendar days from its issuance. Any Bid not accompanied by an

1 In the case of Framework Agreement, the undertaking shall refer to entering into contract with the Procuring Entity and
furnishing of the performance security or the performance securing declaration within ten (10) calendar days from receipt of
Notice to Execute Framework Agreement.
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acceptable bid security shall be rejected by the Procuring Entity as
non-responsive.

15. Sealing and Marking of Bids

Each Bidder shall submit one copy of the first and second components of its
Bid.

The Procuring Entity may request additional hard copies and/or electronic
copies of the Bid. However, failure of the Bidders to comply with the said request
shall not be a ground for disqualification.

If the Procuring Entity allows the submission of bids through online submission
or any other electronic means, the Bidder shall submit an electronic copy of its
Bid, which must be digitally signed. An electronic copy that cannot be opened or
is corrupted shall be considered non-responsive and, thus, automatically
disqualified.

16. Deadline for Submission of Bids

16.1. The Bidders shall submit on the specified date and time and either at its
physical address or through online submission as indicated in paragraph
7 of the IB.

17. Opening and Preliminary Examination of Bids

17.1. The SBAC shall open the Bids in public at the time, on the date, and at the
place specified in paragraph 9 of the IB. The Bidders’ representatives who
are present shall sign a register evidencing their attendance. In case
videoconferencing, webcasting or other similar technologies will be used,
attendance of participants shall likewise be recorded by the SBAC
Secretariat.

In case the Bids cannot be opened as scheduled due to justifiable reasons,
the rescheduling requirements under Section 29 of the 2016 revised IRR
of RA No. 9184 shall prevail.

17.2. The preliminary examination of bids shall be governed by Section 30 of
the 2016 revised IRR of RA No. 9184.

18. Domestic Preference

18.1. The Procuring Entity will grant a margin of preference for the purpose of
comparison of Bids in accordance with Section 43.1.2 of the 2016 revised
IRR of RA No. 9184.
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19. Detailed Evaluation and Comparison of Bids

19.1. The Procuring SBAC shall immediately conduct a detailed evaluation of all
Bids rated “passed,” using non-discretionary pass/fail criteria. The SBAC
shall consider the conditions in the evaluation of Bids under Section 32.2
of the 2016 revised IRR of RA No. 9184.

19.2. If the Project allows partial bids, bidders may submit a proposal on any of
the lots or items, and evaluation will be undertaken on a per lot or item
basis, as the case maybe. In this case, the Bid Security as required by ITB
Clause 15 shall be submitted for each lot or item separately.

19.3. The descriptions of the lots or items shall be indicated in Section VII
(Technical Specifications), although the ABCs of these lots or items are
indicated in the BDS for purposes of the NFCC computation pursuant to
Section 23.4.2.6 of the 2016 revised IRR of RA No. 9184. The NFCC must
be sufficient for the total of the ABCs for all the lots or items participated
in by the prospective Bidder.

19.4. The Project shall be awarded as one Project having several items, that
shall be awarded as one contract.

19.5. Except for bidders submitting a committed Line of Credit from a Universal
or Commercial Bank in lieu of its NFCC computation, all Bids must include
the NFCC computation pursuant to Section 23.4.1.4 of the 2016 revised
IRR of RA No. 9184, which must be sufficient for the total of the ABCs for
all the lots or items participated in by the prospective Bidder. For bidders
submitting the committed Line of Credit, it must be at least equal to ten
percent (10%) of the ABCs for all the lots or items participated in by the
prospective Bidder.

20. Post-Qualification

Within a non-extendible period of five (5) calendar days from receipt by
the Bidder of the notice from the SBAC that it submitted the Lowest
Calculated Bid, the Bidder shall submit its latest income and business tax
returns filed and paid through the BIR Electronic Filing and Payment
System (eFPS) and other appropriate licenses and permits required by
law and stated in the BDS.

21. Signing of the Contract

21.1. The documents required in Section 37.2 of the 2016 revised IRR of RA No.
9184 shall form part of the Contract. Additional Contract documents are
indicated in the BDS.
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Bid Data Sheet
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BID DATA SHEET

ITB
Clause

5.3 For this purpose, contracts similar to the Project shall be:

Similar Contract

Supply and Delivery of ICT Infrastructure and/or
Equipment

Similar Contract completed within Ten (10) years prior to the deadline for
the submission and receipt of bids.

7.1 Subcontracting is not allowed.

12 The price of the Goods shall be quoted as delivered and installed at the National
Academy of Sports (NAS), New Clark City, Capas, Tarlac.

14.1 The bid security shall be in the form of a Bid Securing Declaration, or any of the
following forms and amounts:

a. The amount of not less than 2% of ABC, if bid security is in cash,
cashier’s/manager’s check, bank draft/guarantee or irrevocable letter of
credit; or

b. The amount of not less than 5% of ABC if bid security is in Surety Bond.

19.3 The ABC is Fifty-Five Million Seven Hundred Fifty Thousand Pesos and 00/100 (PhP
55,750,000.00), inclusive of all applicable taxes and fees.

The ABC shall be the upper limit or ceiling for the bid prices. Bid prices that exceed
the ABC shall be disqualified outright.

20.2 No further instructions

21.2 No further instructions
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GENERAL CONDITIONS OF CONTRACT

1. Scope of Contract

This Contract shall include all such items, although not specifically mentioned,
that can be reasonably inferred as being required for its completion as if such
items were expressly mentioned herein. All the provisions of RA No. 9184 and its
2016 revised IRR, including the Generic Procurement Manual, and associated
issuances, constitute the primary source for the terms and conditions of the
Contract, and thus, applicable in contract implementation. Herein clauses shall
serve as the secondary source for the terms and conditions of the Contract.

This is without prejudice to Sections 74.1 and 74.2 of the 2016 revised IRR of RA
No. 9184 allowing the GPPB to amend the IRR, which shall be applied to all
procurement activities, the advertisement, posting, or invitation of which were
issued after the effectivity of the said amendment.

Additional requirements for the completion of this Contract shall be provided in
the Special Conditions of Contract (SCC).

2. Advance Payment and Terms of Payment

2.1. Advance payment of the contract amount is provided under Annex “D” of
the revised 2016 IRR of RA No. 9184.

2.2. The Procuring Entity is allowed to determine the terms of payment on the
partial or staggered delivery of the Goods procured, provided such partial
payment shall correspond to the value of the goods delivered and
accepted in accordance with prevailing accounting and auditing rules and
regulations. The terms of payment are indicated in the SCC.

3. Performance Security

Within ten (10) calendar days from receipt of the Notice of Award by the Bidder
from the Procuring Entity but in no case later than the signing of the Contract by
both parties, the successful Bidder shall furnish the performance security in any
of the forms prescribed in Section 39 of the 2016 revised IRR of RA No. 9184.

4. Inspection and Tests

The Procuring Entity or its representative shall have the right to inspect and/or
to test the Goods to confirm their conformity to the Project specifications at no
extra cost to the Procuring Entity in accordance with the Generic Procurement
Manual. In addition to tests in the SCC, Section VII (Technical Specifications)
shall specify what inspections and/or tests the Procuring Entity requires, and
where they are to be conducted. The Procuring Entity shall notify the Supplier in
writing, in a timely manner, of the identity of any representatives retained for
these purposes.
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All reasonable facilities and assistance for the inspection and testing of Goods,
including access to drawings and production data, shall be provided by the
Supplier to the authorized inspectors at no charge to the Procuring Entity.

5. Warranty

5.1 In order to assure that manufacturing defects shall be corrected by the
Supplier, a warranty shall be required from the Supplier as provided
under Section 62.1 of the 2016 revised IRR of RA No. 9184.

5.2 The Procuring Entity shall promptly notify the Supplier in writing of any
claims arising under this warranty. Upon receipt of such notice, the
Supplier shall, repair or replace the defective Goods or parts thereof
without cost to the Procuring Entity, pursuant to the Generic Procurement
Manual.

6. Liability of the Supplier

The Supplier’s liability under this Contract shall be as provided by the laws of the
Republic of the Philippines.

If the Supplier is a joint venture, all partners to the joint venture shall be jointly
and severally liable to the Procuring Entity.
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Special Conditions of Contract

1 Additional requirements for the completion of this Contract.

Delivery and Documents –

For purposes of the Contract, “EXW,” “FOB,” “FCA,” “CIF,” “CIP,” “DDP” and other
trade terms used to describe the obligations of the parties shall have the meanings
assigned to them by the current edition of INCOTERMS published by the
International Chamber of Commerce, Paris. The Delivery terms of this Contract
shall be as follows:

[For Goods supplied from within the Philippines, state:] “The delivery terms
applicable to this Contract are delivered to National Academy of Sports (NAS) at
New Clark City. Risk and title will pass from the Supplier to the Procuring Entity
upon receipt and final acceptance of the Goods at their final destination.”

Delivery of the Goods shall be made by the Supplier in accordance with the terms
specified in Section VI (Schedule of Requirements).

For purposes of this Clause, the Procuring Entity’s Representative at the Project
Site is the Project Manager.

Incidental Services –

The Supplier is required to provide all of the following services, including
additional services, if any, specified in Section VI. Schedule of Requirements:

a. performance or supervision of on-site assembly and/or start-up of the
supplied Goods;

b. furnishing of tools required for assembly and/or maintenance of the
supplied Goods;

c. furnishing of detailed operations and maintenance manual for each
appropriate unit of the supplied Goods;

d. performance or supervision or maintenance and/or repair of the
supplied Goods, for a period of time agreed by the parties, provided
that this service shall not relieve the Supplier of any warranty
obligations under this Contract; and

22



e. training of the Procuring Entity’s personnel, at the Supplier’s plant
and/or on-site, in assembly, start-up, operation, maintenance, and/or
repair of the supplied Goods.

f. performance of demonstration activities and functional testing and
evaluation activities of the supplied equipment prior to the issuance of
Notice of Acceptance or the signing of any applicable Testing Report by
BCDA & NAS.

The Contract price for the Goods shall include the prices charged by the Supplier
for incidental services and shall not exceed the prevailing rates charged to other
parties by the Supplier for similar services.

Spare Parts –

The Supplier is required to provide all of the following materials, notifications, and
information pertaining to spare parts manufactured or distributed by the Supplier:

1. such spare parts as the Procuring Entity may elect to purchase from the
Supplier, provided that this election shall not relieve the Supplier of any
warranty obligations under this Contract; and

2. in the event of termination of production of the spare parts:

i. advance notification to the Procuring Entity of the pending
termination, in sufficient time to permit the Procuring Entity to
procure needed requirements; and

ii. following such termination, furnishing at no cost to the Procuring
Entity, the blueprints, drawings, and specifications of the spare parts, if
requested.

The spare parts and other components required are listed in Section VI (Schedule
of Requirements) and the costs thereof are included in the contract price.

The Supplier shall carry sufficient inventories to assure ex-stock supply of
consumable spare parts or components for the Goods for a period of [indicate here
the time period specified. If not used, indicate a time period of three times the
warranty period].

Spare parts or components shall be supplied as promptly as possible, but in any
case, within [insert appropriate time period] months of placing the order.
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Packaging –

The Supplier shall provide such packaging of the Goods as is required to prevent
their damage or deterioration during transit to their final destination, as indicated
in this Contract. The packaging shall be sufficient to withstand, without limitation,
rough handling during transit and exposure to extreme temperatures, salt and
precipitation during transit, and open storage. Packaging case size and weights
shall take into consideration, where appropriate, the remoteness of the Goods’
final destination and the absence of heavy handling facilities at all points in transit.

The packaging, marking, and documentation within and outside the packages shall
comply strictly with such special requirements as shall be expressly provided for in
the Contract, including additional requirements, if any, specified below, and in any
subsequent instructions ordered by the Procuring Entity.

The outer packaging must be clearly marked on at least four (4) sides as follows:

Name of the Procuring Entity

Name of the Supplier

Contract Description

Final Destination

Gross weight

Any special lifting instructions

Any special handling instructions

Any relevant HAZCHEM classifications

A packaging list identifying the contents and quantities of the package is to be
placed on an accessible point of the outer packaging if practical. If not practical the
packaging list is to be placed inside the outer packaging but outside the secondary
packaging.

Transportation –

Where the Supplier is required under Contract to deliver the Goods CIF, CIP, or
DDP, transport of the Goods to the port of destination or such other named place of
destination in the Philippines, as shall be specified in this Contract, shall be
arranged and paid for by the Supplier, and the cost thereof shall be included in the
Contract Price.

Where the Supplier is required under this Contract to transport the Goods to a
specified place of destination within the Philippines, defined as the Project Site,
transport to such place of destination in the Philippines, including insurance and
storage, as shall be specified in this Contract, shall be arranged by the Supplier, and
related costs shall be included in the contract price.
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Where the Supplier is required under Contract to deliver the Goods CIF, CIP or DDP,
Goods are to be transported on carriers of Philippine registry. In the event that no
carrier of Philippine registry is available, Goods may be shipped by a carrier which
is not of Philippine registry provided that the Supplier obtains and presents to the
Procuring Entity certification to this effect from the nearest Philippine consulate to
the port of dispatch. In the event that carriers of Philippine registry are available
but their schedule delays the Supplier in its performance of this Contract the
period from when the Goods were first ready for shipment and the actual date of
shipment the period of delay will be considered force majeure.

The Procuring Entity accepts no liability for the damage of Goods during transit
other than those prescribed by INCOTERMS for DDP deliveries. In the case of
Goods supplied from within the Philippines or supplied by domestic Suppliers risk
and title will not be deemed to have passed to the Procuring Entity until their
receipt and final acceptance at the final destination.

Intellectual Property Rights –

The Supplier shall indemnify the Procuring Entity against all third-party claims of
infringement of patent, trademark, or industrial design rights arising from use of
the Goods or any part thereof.

2.2 Terms of Payment

In consideration of the requirements under this TOR, payment to the winning
Bidder shall be made upon completion of the scope of works subject to the usual
auditing and accounting procedures.

Payments shall be made only upon a certification by the BCDA to the effect that the
Goods have been supplied, delivered, and installed in accordance with the terms of
this Contract and have been duly inspected and accepted. No payment shall be
made for services not yet rendered or for supplies and materials not yet delivered
under this Contract.

The currency in which payment is made to the Supplier under this Contract shall
be in Philippine Peso

4 Inspection and Test

BCDA & NAS shall inspect and accept the delivery made by the Supplier by seeing
that the quantity and quality of the Good or Equipment are in accordance with the
requirements under Section VII Technical Specifications.

BCDA & NAS shall determine the appropriate course of action as regards the issues
and concerns in connection with the delivery, inspection, testing, and acceptance of
all the items included in this bidding on a case-to-case basis.

For the purpose of acceptance, the Supplier shall have to pass the functional
testing and evaluation requirement of BCDA & NAS. BCDA & NAS shall determine
the number of goods or equipment that will be subjected to functional testing. The
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item selected for testing shall be part of the delivery, however, before acceptance,
any worn-out or damaged parts shall be replaced immediately.

All incidental expenses including handling, shipping, and item replacements, shall
be shouldered by the winning Bidder.

Only after the successful functional test and final acceptance, the items will be paid
by the BCDA.
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Section VI.

Schedule of
Requirements

27



SCHEDULE OF REQUIREMENTS

The delivery and installation schedule expressed as weeks/months stipulates hereafter
a delivery date which is the date of delivery to the project site.

No Description Qty.
Delivery and Installation,

Weeks/Months

1 A. INTERNET ROUTER 1

Within 120 calendar days
from receipt of Notice to

Proceed

2 B-1 WAN SWITCH 2

3 B-2 CORE SWITCH 1

4 B-3 DISTRIBUTION SWITCH 4

5 B-4 ACCESS SWITCH 6

6 B-5 SERVER SWITCH 1

7 C. WIRELESS CONTROLLERS 2

8 C-1 WIRELESS CONTROLLERS LICENSE 1

9 OUTDOOR AP 12

10 INDOOR AP 124

11 A. BACKUP SERVER 1

12 B. BACKUP SOFTWARE 1

13 C. BACKUP REPOSITORY 1

14 D. ADDITIONAL TRADITIONAL NODE 1

15 ENDPOINT SECURITY FOR SERVER 5

16 ENDPOINT SECURITY FOR WORKSTATION 110

17 A. FIREWALL APPLIANCE 2

18 B. FIREWALL LICENSE 2

19 A. UNINTERRUPTIBLE POWER SUPPLY 1

20 STRUCTURED CABLING 1

21 INSTALLATION, CONFIGURATION,
IMPLEMENTATION SERVICES and AFTER
SALES SUPPLY

1

BCDA and NAS shall subject the delivered items to functional testing prior to acceptance. All
such items that were subjected to functional testing shall be part of the delivery, however,
before acceptance the worn-out or damaged parts shall be replaced.

All incidental expenses including handling, shipping, and functional testing shall be
shouldered by the winning bidder/supplier.
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The Bidder hereby commits to deliver the goods and equipment following the requirements
in Section VII Technical Specification, within the specified day to comply with the additional
conditions for delivery and acceptance as determined by the BCDA & NAS.

Bidder’s Authorized Representative:

________________________ ______________________
Signature over Printed Name Principal Bidder / Supplier
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Section VII.

TERMS OF
REFERENCE AND
TECHNICAL
SPECIFICATIONS
(Please see attached document - Annex “A”)
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Section VIII.

Checklist of
Technical and
Financial
Documents
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CHECKLIST OF TECHNICAL AND FINANCIAL DOCUMENTS "B"

I. TECHNICAL COMPONENT ENVELOPE

Class “A” Documents

Legal Documents

⬜ (a) Valid PhilGEPS Registration Certificate (Platinum Membership) (all pages) in
accordance with Section 8.5.2 of the IRR;

Technical Documents

⬜ (b) Statement of the prospective bidder of all its ongoing government and private
contracts, including contracts awarded but not yet started, if any, whether
similar or not similar in nature and complexity to the contract to be bid; and

⬜ (c) Statement of the bidder’s Single Largest Completed Contract (SLCC) similar to
the contract to be bid, except under conditions provided for in Sections
23.4.1.3 and 23.4.2.4 of the 2016 revised IRR of RA No. 9184, within the
relevant period as provided in the Bidding Documents; and

⬜ (d) Original copy of Bid Security. If in the form of a Surety Bond, submit also a
certification issued by the Insurance Commission or Original copy of
Notarized Bid Securing Declaration; and

⬜ (e) Conformity with the Technical Specifications, which may include
production/delivery schedule, manpower requirements, and/or
after-sales/parts, if applicable; and

⬜ (f) Original duly signed Omnibus Sworn Statement (OSS) and if applicable,
Original Notarized Secretary’s Certificate in case of a corporation, partnership,
or cooperative; or Original Special Power of Attorney of all members of the
joint venture giving full power and authority to its officer to sign the OSS and
do acts to represent the Bidder.

⬜ (g) Evidence supplement to the Technical Specifications Form such as Product
Brochures and/or other related documents containing the description and
specifications of each item to be offered and/or Certificate from the
Manufacturer, certifying compliance in all the specifications of each item to be
offered as part of their technical envelope during opening of bids.

Financial Documents

⬜ (h) The Supplier’s audited financial statements, showing, among
others, the Supplier’s total and current assets and liabilities, stamped
“received” by the BIR or its duly accredited and authorized institutions; and

⬜ (i) The prospective bidder’s computation of Net Financial Contracting Capacity
(NFCC) or A committed Line of Credit from a Universal or Commercial Bank
in lieu of its NFCC computation.
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Class “B” Documents

⬜ (j) If applicable, a duly signed joint venture agreement (JVA) in case the joint
venture is already in existence or duly notarized statements from all the
potential joint venture partners stating that they will enter into and abide by
the provisions of the JVA in the instance that the bid is successful.

II. FINANCIAL COMPONENT ENVELOPE

⬜ (k) Original of duly signed and accomplished Financial Bid Form; and

⬜ (l) Original of duly signed and accomplished Price Schedule(s).

Other documentary requirements under RA No. 9184 (as applicable)

⬜ (m) [For foreign bidders claiming by reason of their country’s extension of reciprocal
rights to Filipinos] Certification from the relevant government office of their
country stating that Filipinos are allowed to participate in government
procurement activities for the same item or product.

⬜ (n) Certification from the DTI if the Bidder claims preference as a Domestic Bidder
or Domestic Entity.
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Section IX.

Bid Forms
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Bid Form

Date:

Invitation to Bid No.(reference no.):

To: BASES CONVERSION AND DEVELOPMENT AUTHORITY
2nd Floor Bonifacio Technology Center
31st St., Cor. 2nd Ave., Bonifacio Global City
Taguig City

Having examined the Philippine Bidding Documents (PBDs) including the
Supplemental or Bid Bulletin Numbers [insert numbers], the receipt of which is hereby
duly acknowledged, we, the undersigned, offer to [supply/deliver/perform]
[description of the Goods] in conformity with the said PBDs for the sum of [total Bid
amount in words and figures] or the total calculated bid price, as evaluated and
corrected for computational errors, and other bid modifications in accordance with the
Price Schedules attached herewith and made part of this Bid. The total bid price
includes the cost of all taxes, such as, but not limited to: [specify the applicable taxes,
e.g. (i) value added tax (VAT), (ii) income tax, (iii) local taxes, and (iv) other fiscal
levies and duties], which are itemized herein or in the Price Schedules,

If our Bid is accepted, we undertake:
a. to deliver the goods in accordance with the delivery schedule specified in

the Schedule of Requirements of the Philippine Bidding Documents
(PBDs);

b. to provide a performance security in the form, amounts, and within the
times prescribed in the PBDs;

c. to abide by the Bid Validity Period specified in the PBDs and it shall
remain binding upon us at any time before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your
written acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or
any Bid you may receive.

We certify/confirm that we comply with the eligibility requirements pursuant to
the PBDs.

The undersigned is authorized to submit the bid on behalf of [name of the
bidder] as evidenced by the attached [state the written authority].
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We acknowledge that failure to sign each and every page of this Bid Form,
including the attached Schedule of Prices, shall be a ground for the rejection of our bid.

Name: ___________________________________________________________________
Legal capacity: _____________________________________________________________
Signature: ________________________________________________________________
Duly authorized to sign the Bid for and behalf of: __________________________________
Date: ___________________
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Price Schedule for Goods Offered from Within the Philippines

[shall be submitted with the Bid if bidder is offering goods from within the Philippines]
______________________________________________________________________________

For Goods Offered from Within the Philippines

Name of Bidder ________________________ Project ID No._________ Page
___of___

1 2 3 4 5 6 7 8 9 10

Item Description Country
of origin

Quantity Unit
price
EXW
per
item

Transportation
and all other

costs
incidental to
delivery, per

item

Sales and
other
taxes

payable if
Contract

is
awarded,
per item

Cost of
Incidental
Services, if
applicable,
per item

Total
Price,
per unit

(col
5+6+7+

8)

Total Price
delivered
Final

Destination

(col 9) x

(col 4)

Name: ___________________________________________________________________

Legal Capacity: ____________________________________________________________

Signature: ________________________________________________________________

Duly authorized to sign the Bid for and behalf of: __________________________________
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Price Schedule for Goods Offered from Abroad

[shall be submitted with the Bid if bidder is offering goods from Abroad]
______________________________________________________________________________

For Goods Offered from Abroad

Name of Bidder _________________________ Project ID No._________ Page
___ of ___

1 2 3 4 5 6 7 8 9

Item Description Country
of origin

Quantity Unit price CIF
port of entry

(specify port) or
CIP named

place

(specify border
point or place of
destination)

Total CIF
or CIP

price per
item

(col. 4 x
5)

Unit Price
Delivered

Duty Unpaid
(DDU)

Unit price
Delivered
Duty Paid
(DDP)

Total Price
delivered
DDP

(col 4 x 8)

Name: ___________________________________________________________________

Legal Capacity: ____________________________________________________________

Signature: ________________________________________________________________

Duly authorized to sign the Bid for and behalf of: __________________________________
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Omnibus Sworn Statement (Revised)

[shall be submitted with the Bid]

_________________________________________________________________________

REPUBLIC OF THE PHILIPPINES )

CITY/MUNICIPALITY OF ______ ) S.S.

AFFIDAVIT

I, [Name of Affiant], of legal age, [Civil Status], [Nationality], and residing at [Address of
Affiant], after having been duly sworn in accordance with law, do hereby depose and state
that:

1. [Select one, delete the other:]

[If a sole proprietorship:] I am the sole proprietor or authorized representative of
[Name of Bidder] with office address at [address of Bidder];

[If a partnership, corporation, cooperative, or joint venture:] I am the duly authorized
and designated representative of [Name of Bidder] with office address at [address of
Bidder];

2. [Select one, delete the other:]

[If a sole proprietorship:] As the owner and sole proprietor, or authorized
representative of [Name of Bidder], I have full power and authority to do, execute and
perform any and all acts necessary to participate, submit the bid, and to sign and
execute the ensuing contract for [Name of the Project] of the [Name of the Procuring
Entity], as shown in the attached duly notarized Special Power of Attorney;

[If a partnership, corporation, cooperative, or joint venture:] I am granted full power
and authority to do, execute and perform any and all acts necessary to participate,
submit the bid, and to sign and execute the ensuing contract for [Name of the Project]
of the [Name of the Procuring Entity], as shown in the attached [state title of attached
document showing proof of authorization (e.g., duly notarized Secretary’s Certificate,
Board/Partnership Resolution, or Special Power of Attorney, whichever is applicable;)];

3. [Name of Bidder] is not “blacklisted” or barred from bidding by the Government of
the Philippines or any of its agencies, offices, corporations, or Local Government
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Units, foreign government/foreign or international financing institution whose
blacklisting rules have been recognized by the Government Procurement Policy
Board, by itself or by relation, membership, association, affiliation, or
controlling interest with another blacklisted person or entity as defined and
provided for in the Uniform Guidelines on Blacklisting;

4. Each of the documents submitted in satisfaction of the bidding requirements is an
authentic copy of the original, complete, and all statements and information
provided therein are true and correct;

5. [Name of Bidder] is authorizing the Head of the Procuring Entity or its duly
authorized representative(s) to verify all the documents submitted;

6. [Select one, delete the rest:]

[If a sole proprietorship:] The owner or sole proprietor is not related to the Head of the
Procuring Entity, members of the Special Bids and Awards Committee (SBAC), the
Technical Working Group, and the SBAC Secretariat, the head of the Project
Management Office or the end-user unit, and the project consultants by consanguinity
or affinity up to the third civil degree;

[If a partnership or cooperative:] None of the officers and members of [Name of Bidder]
is related to the Head of the Procuring Entity, members of the Special Bids and Awards
Committee (SBAC), the Technical Working Group, and the SBAC Secretariat, the head of
the Department or the end-user unit, and the project consultants by consanguinity or
affinity up to the third civil degree;

[If a corporation or joint venture:] None of the officers, directors, and controlling
stockholders of [Name of Bidder] is related to the Head of the Procuring Entity,
members of the Special Bids and Awards Committee (SBAC), the Technical Working
Group, and the SBAC Secretariat, the head of the Project Management Office or the
end-user unit, and the project consultants by consanguinity or affinity up to the third
civil degree;

7. [Name of Bidder] complies with existing labor laws and standards; and

8. [Name of Bidder] is aware of and has undertaken the responsibilities as a Bidder in
compliance with the Philippine Bidding Documents, which includes:

a. Carefully examining all of the Bidding Documents;

b. Acknowledging all conditions, local or otherwise, affecting the implementation
of the Contract;

c. Making an estimate of the facilities available and needed for the contract to be
bid, if any; and

d. Inquiring or securing Supplemental/Bid Bulletin(s) issued for the [Name of the
Project].
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9. [Name of Bidder] did not give or pay directly or indirectly, any commission, amount,
fee, or any form of consideration, pecuniary or otherwise, to any person or official,
personnel or representative of the government in relation to any procurement
project or activity.

10. In case advance payment was made or given, failure to perform or deliver
any of the obligations and undertakings in the contract shall be sufficient
grounds to constitute criminal liability for Swindling (Estafa) or the
commission of fraud with unfaithfulness or abuse of confidence through
misappropriating or converting any payment received by a person or entity
under an obligation involving the duty to deliver certain goods or services, to
the prejudice of the public and the government of the Philippines pursuant to
Article 315 of Act No. 3815 s. 1930, as amended, or the Revised Penal Code.

IN WITNESS WHEREOF, I have hereunto set my hand this __ day of ___, 20__ at ____________,
Philippines.

[Insert NAME OF BIDDER OR ITS AUTHORIZED
REPRESENTATIVE]

[Insert signatory’s legal capacity]

Affiant

[Jurat]

[Format shall be based on the latest Rules on Notarial Practice]
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Bid Securing Declaration Form

[shall be submitted with the Bid if bidder opts to provide this form of bid security]

REPUBLIC OF THE PHILIPPINES)

CITY OF _______________________) S.S.

BID SECURING DECLARATION

Project Identification No.(reference no.): [Insert number]

To: [Insert name and address of the Procuring Entity]

I/We, the undersigned, declare that:

1. I/We understand that, according to your conditions, bids must be supported by a Bid
Security, which may be in the form of a Bid Securing Declaration.

2. I/We accept that: (a) I/we will be automatically disqualified from bidding for any
procurement contract with any procuring entity for a period of two (2) years upon
receipt of your Blacklisting Order; and, (b) I/we will pay the applicable fine provided
under Section 6 of the Guidelines on the Use of Bid Securing Declaration, within fifteen
(15) days from receipt of the written demand by the procuring entity for the
commission of acts resulting to the enforcement of the bid securing declaration under
Sections 23.1(b), 34.2, 40.1 and 69.1, except 69.1(f),of the IRR of RA No. 9184; without
prejudice to other legal action the government may undertake.

3. I/We understand that this Bid Securing Declaration shall cease to be valid on the
following circumstances:

a. Upon expiration of the bid validity period, or any extension thereof pursuant to
your request;

b. I am/we are declared ineligible or post-disqualified upon receipt of your notice to
such effect, and (i) I/we failed to timely file a request for reconsideration or (ii)
I/we filed a waiver to avail of said right; and

c. I am/we are declared the bidder with the Lowest Calculated Responsive Bid, and
I/we have furnished the performance security and signed the Contract.

IN WITNESS WHEREOF, I/We have hereunto set my/our hand/s this ____ day of [month] [year]
at [place of execution].

[Insert NAME OF BIDDER OR ITS AUTHORIZED REPRESENTATIVE]
[Insert signatory’s legal capacity]

Affiant

[Jurat]

[Format shall be based on the latest Rules on Notarial Practice]
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SF-G&S-19A
Statement of All Ongoing Government and Private Contracts

Including Contracts Awarded but not yet Started
_____________________________________________________________________________________________________________________________

Business Name : ____________________________________
Business Address : ____________________________________

Name of the
Contract

Date of the
Contract

Contract
Duration

Owner’s Name/
Address/
Contact
Number

Kinds of Goods Amount of
Contract

Value of
Outstanding
Contracts

Date of Delivery

Government
Contracts:

1.

2.

Private
Contracts:

1.

2.

Total Amount:

*Continue in a separate sheet if necessary..

Submitted by : _______________________________________________
Signature over Printed Name of Authorized Representative

Date : _______________________________________________

Note:
❏ If there is no ongoing contract including those awarded but not yet started, state none or equivalent term.
❏ The total amount of the ongoing and awarded but not yet started contracts should be consistent with those used in the Net Financial Contracting Capacity (NFCC).

SF-G&S-19B
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Statement of Single Largest Completed Contract (SLCC)
Similar in Nature to the Contract to be Bid

____________________________________________________________________________________________________________________________

Business Name : ____________________________________
Business Address : ____________________________________

Name of the
Contract

Date of the
Contract

Contract Duration Owner’s
Name/Address/
Contact Number

Kinds of Goods Amount of
Contract

Date of Delivery

Submitted by : _______________________________________________
Signature over Printed Name of Authorized Representative

Date : ________________________

Note:
This statement shall be supported by ANY of the following:
❏ End User’s Acceptance; or
❏ Official Receipt of the last payment received; or
❏ Sales Invoice
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Standard Form Number: SF-GOOD-14
Revised on: May 24, 2004

FINANCIAL DOCUMENTS FOR ELIGIBILITY CHECK

A. Summary of the Applicant Supplier’s/Distributor’s/Manufacturer’s assets and liabilities on the basis of the attached
income tax return and audited financial statement, stamped “RECEIVED” by the Bureau of Internal Revenue or BIR
authorized collecting agent, for the immediately preceding year and a certified copy of Schedule of Fixed Assets
particularly the list of construction equipment.

Year 20__

1. Total Assets

2. Current Assets

3. Total Liabilities

4. Current Liabilities

5. Net Worth (1-3)

6. Net Working Capital (2-4)

B. The Net Financial Contracting Capacity (NFCC) based on the above data is computed as follows:

NFCC = K (current asset – current liabilities) minus value of all outstanding works under ongoing contracts including
awarded contracts yet to be started

NFCC = P _______________________________________

K = 15

Submitted by:

________________________________________
Name of Supplier / Distributor / Manufacturer

_________________________________________
Signature of Authorized Representative
Date : _____________________________

NOTE:

1. If Partnership or Joint Venture, each Partner or Member Firm of Joint Venture shall submit the above requirement
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Manufacturer’s Authorization Form

BASES CONVERSION AND DEVELOPMENT AUTHORITY
RICHARD BRIAN M. CEPE
Chairperson
BCDA Corporate Center 2nd Floor Bonifacio Technology Center
31st St. Cor. 2nd Avenue Bonifacio Global City Taguig

Project Name: Supply, Delivery and Installation of ICT Infrastructure and
Equipment for the National Academy of Sports (NAS) –
Phase 2 at New Clark City

We, [name of manufacturer] located at [business address] is an established reputable
manufacturer of the following goods and equipment:
[specific goods/equipment]

No. Particular

This form is issued to inform your office that our partner, [name of bidder] with office address
at [bidder’s office address] is an authorized distributor [or reseller] of the products offered in
this bidding and that we hereby authorize and support their submission of Bid to the Bases
Conversion and Development Authority. (Otherwise, kindly state if the manufacturer is the
same as the Bidder).

This certification is being issued upon the request of [name of bidder] as per your invitation
to bid.

[name over signature of Manufacturer representative]
[Designation]

Contact Information
[Date]
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[Letterhead of Bidder]
Statement of

After Sales Support Availability

BASES CONVERSION AND DEVELOPMENT AUTHORITY
RICHARD BRIAN M. CEPE
Chairperson
BCDA Corporate Center 2nd Floor Bonifacio Technology Center
31st St. Cor. 2nd Avenue Bonifacio Global City Taguig

Project Name: Supply, Delivery and Installation of ICT Infrastructure and
Equipment for the National Academy of Sports (NAS) –
Phase 2 at New Clark City

We, [name of bidder] located at [business address] is an established reputable company
and authorized distributor of the following goods and equipment
[specific goods/equipment]

No. Particular

This form is issued to inform your office that we hereby extend our full guarantee and
warranty as per the warranty clause for our goods offered under our bid.
This is to further certify that the after-sales service centers situated in the following location/s
are available:

Store Name

Brand
Covered

Location

Contact
information

[add as necessary for other Brands]

[name over signature]
[Bidder Representative/Designation]

Contact Information
[Date]
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Section X.

Bidding Activities
Schedule
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BIDDING ACTIVITIES SCHEDULE

Supply, Delivery, and Installation of ICT Infrastructure and Equipment for the National
Academy of Sports (NAS) – Phase 2 at New Clark City

No. ACTIVITIES TIME
(5) ICT Infrastructure and Equipment

DATE
START END

1 Pre-Procurement Conference Wednesday, October 18, 2023

2 Issuance of Bidding Documents

8:00 AM -
5:00 PM

Friday, October 20,

2023

Monday, November 13,

2023

8:00 AM -
9:00 AM Tuesday, November 14, 2023

3

Pre-Bid Conference
(Interested bidders may opt to attend
online pre-bid conference. Mechanics/
Invitations will be posted)

9:00:00 AM Friday, October 27, 2023

4 Last Day of Clarification Friday, November 03, 2023

5 Issuance of Bid Bulletin Tuesday, November 07, 2023

6

Deadline for Submission of Bids for the
ff:
● Eligibility Requirements
● Financial Proposal

9:00:00 AM Tuesday, November 14, 2023

7
Opening of the bids for the ff:
● Eligibility Requirements
● Financial Proposal

10:00:00 AM Tuesday, November 14, 2023

8 Bid Evaluation (TWG’s detailed evaluation
of the submitted bids)

Wednesday,
November 15, 2023

Monday, November 20,
2023

9 Presentation of Detailed Bid Evaluation
of the Proposals 10:00:00 AM Tuesday, November 21, 2023

10 Sending of Letters to the Bidder with LCB or
succeeding LCB (if any) Wednesday, November 22, 2023

11 Post Qualification on the Bidder with LCB or
succeeding LCB (if any)

Thursday, November
23, 2023 Sunday, December 03, 2023

12 Deliberation of Results of Post
qualification

11:00 AM on
or before Monday, December 04, 2023

13 Issuance of BAC’s Recommendation
(based on the result of Post Qualification) on or before Tuesday, December 05, 2023

14 Approval of BAC Resolution and
Issuance of Notice of Award on or before Wednesday, December 06, 2023

15 Signing of Contract on or before Wednesday, December 13, 2023

16 Issuance of Notice to Proceed on or before Wednesday, December 20, 2023

*Subject to change
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‭TERMS OF REFERENCE AND TECHNICAL SPECIFICATIONS‬

‭PROCUREMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF‬
‭ICT INFRASTRUCTURE AND EQUIPMENT FOR THE NATIONAL‬

‭ACADEMY OF SPORTS (NAS) – PHASE 2‬
‭AT NEW CLARK CITY‬

‭I. ‭GENERAL BACKGROUND

‭1. ‭The‬ ‭Bases‬ ‭Conversion‬ ‭and‬ ‭Development‬ ‭Authority‬ ‭(BCDA)‬ ‭is‬ ‭implementing‬ ‭the‬ ‭New
‭Clark‬ ‭City‬ ‭Project‬ ‭(NCC),‬ ‭a‬ ‭flagship‬ ‭project‬ ‭of‬ ‭the‬ ‭Government‬ ‭of‬ ‭the‬ ‭Republic‬‭of‬‭the
‭Philippines.‬ ‭This‬ ‭9,450-hectare‬ ‭metropolis‬‭is‬‭a‬‭planned‬‭city‬‭landscape‬‭north‬‭of‬‭Metro
‭Manila‬ ‭that‬ ‭will‬ ‭host‬ ‭businesses,‬ ‭domestic‬ ‭and‬ ‭international‬ ‭trade,‬ ‭schools‬ ‭and
‭hospitals,‬ ‭research‬ ‭and‬ ‭development‬ ‭entities,‬ ‭regional‬ ‭tourism‬ ‭centers,‬ ‭national
‭government offices, and international headquarters.

‭2. ‭On‬ ‭09‬ ‭June‬ ‭2020,‬ ‭the‬ ‭Republic‬ ‭Act‬ ‭No.‬ ‭11470‬ ‭or‬‭the‬‭National‬‭Academy‬‭of‬‭Sports‬‭Act
‭(“NAS‬ ‭Act”)‬ ‭was‬ ‭created‬ ‭to‬ ‭establish‬ ‭the‬ ‭National‬ ‭Academy‬ ‭of‬ ‭Sports‬ ‭System‬ ‭(NAS
‭System)‬‭for‬‭secondary‬‭education‬‭program‬‭integrated‬‭with‬‭special‬‭curriculum‬‭on‬‭sports
‭to‬ ‭be‬ ‭offered‬ ‭to‬ ‭natural-born‬‭Filipino‬‭citizens‬‭with‬‭offered‬‭on‬‭a‬‭full‬‭scholarship‬‭basis.
‭The‬ ‭NAS‬ ‭System‬ ‭shall‬ ‭be‬ ‭attached‬ ‭to‬ ‭the‬ ‭Department‬ ‭of‬ ‭Education‬ ‭(DepEd),‬ ‭in‬‭close
‭coordination with the Philippine Sports Commission (PSC).

‭3. ‭The‬‭NAS‬‭Act‬‭mandates‬‭the‬‭BCDA‬‭with‬‭critical‬‭undertakings‬‭towards‬‭the‬‭establishment
‭of‬ ‭the‬ ‭NAS‬ ‭System‬ ‭by‬ ‭requiring‬ ‭the‬ ‭provision‬ ‭the‬ ‭project‬ ‭site,‬ ‭undertake‬ ‭the
‭construction and ensure that funding for the construction works is secured:

‭(Section 5) Construction and Site of the NAS Main Campus.‬

‭“Provide‬‭the‬‭land‬‭for‬‭the‬‭site‬‭by‬‭way‬‭of‬‭usufruct‬‭in‬‭perpetuity”,‬‭and‬‭“be‬‭in‬‭charge‬‭of‬
‭the‬‭construction‬‭of‬‭classrooms,‬‭dormitories,‬‭and‬‭other‬‭sports‬‭facilities,‬‭and‬‭related‬
‭amenities‬ ‭as‬ ‭may‬ ‭be‬ ‭determined‬ ‭by‬ ‭the‬ ‭Board‬ ‭of‬ ‭Trustees‬‭at‬‭the‬‭New‬‭Clark‬‭City‬
‭campus”.‬

‭(Section 21) Appropriations.‬

‭“BCDA‬‭shall‬‭likewise‬‭immediately‬‭include‬‭in‬‭its‬‭procurement‬‭plan‬‭the‬‭construction‬
‭of‬‭classrooms,‬‭dormitories,‬‭and‬‭other‬‭sports‬‭facilities‬‭and‬‭related‬‭amenities‬‭for‬‭the‬
‭NAS‬ ‭main‬ ‭campus‬ ‭whose‬ ‭funding‬ ‭shall‬ ‭also‬ ‭be‬ ‭included‬ ‭in‬ ‭the‬ ‭General‬
‭Appropriations Act.”‬

‭4. ‭The‬ ‭construction‬ ‭program‬ ‭for‬ ‭the‬ ‭infrastructure‬ ‭development‬ ‭of‬ ‭the‬ ‭NAS‬ ‭System‬ ‭is
‭divided‬‭by‬‭phases‬‭to‬‭manage‬‭the‬‭works‬‭required.‬‭This‬‭includes‬‭the‬‭completed‬‭projects
‭for‬ ‭Phase‬ ‭1‬ ‭which‬ ‭are‬ ‭the‬ ‭Administration‬ ‭and‬ ‭Academic‬ ‭Building‬ ‭(AAB)‬ ‭and‬ ‭the
‭Multi-purpose‬‭Gym‬‭(MGYM).‬‭Next‬‭is‬‭this‬‭project‬‭which‬‭covers‬‭the‬‭Phase‬‭2‬‭construction
‭works,‬ ‭Sport‬ ‭Science‬ ‭and‬ ‭Sports‬ ‭Medicine‬ ‭Building,‬ ‭Additional‬ ‭Sport‬ ‭Facility‬ ‭(Sport
‭Center‬‭with‬‭Multi-Purpose‬‭Covered‬‭Courts)‬‭and‬‭Staff‬‭Housing,‬‭which‬‭are‬‭prioritized‬‭to
‭provide‬‭the‬‭facilities‬‭that‬‭should‬‭be‬‭present‬‭to‬‭accommodate‬‭the‬‭students-athletes.‬‭And
‭lastly,‬ ‭Phase‬ ‭3‬ ‭Development,‬ ‭which‬‭is‬‭targeted‬‭to‬‭commence‬‭in‬‭2023,‬‭will‬‭include‬‭the
‭provision‬ ‭of‬ ‭expansion‬ ‭works‬ ‭as‬ ‭well‬ ‭as‬‭the‬‭provision‬‭of‬‭Dormitory‬‭with‬‭Dining‬‭Hall,
‭(Hostel‬ ‭for‬ ‭Guests‬‭and‬‭Officials),‬‭Expansion‬‭of‬‭Academic‬‭Building‬‭(Senior‬‭High‬‭School
‭Wing),‬‭1000-Seat‬‭Auditorium,‬‭and‬‭a‬‭few‬‭more‬‭sporting‬‭facilities‬‭/‬‭amenities‬‭to‬‭provide
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‭a‬ ‭full-service‬ ‭facility‬ ‭for‬ ‭the‬ ‭campus‬ ‭as‬ ‭both‬ ‭the‬ ‭administrative‬ ‭and‬ ‭the‬ ‭academic‬
‭population reaches their optimal level.‬

‭II. ‭SCOPE OF WORK

‭The‬ ‭scope‬ ‭of‬ ‭work‬ ‭is‬ ‭provided‬ ‭in‬ ‭Section‬ ‭VII‬ ‭Technical‬ ‭Specifications‬ ‭where‬ ‭the
‭instructions‬ ‭and‬ ‭minimum‬ ‭specification‬ ‭for‬ ‭the‬ ‭supply,‬ ‭delivery‬ ‭and‬ ‭installation‬ ‭of‬ ‭the
‭materials, goods and equipment involved are described in detail.

‭The supplier must provide the following scope of works:

‭1. ‭Developing the project plan.
‭2. ‭Managing the stakeholders and team.
‭3. ‭Managing the schedule and budget.
‭4. ‭Managing the risk.
‭5. ‭Managing conflicts.
‭6. ‭Managing‬ ‭the‬ ‭implementation,‬ ‭configuration,‬ ‭installation‬ ‭of‬ ‭all‬ ‭hardware‬ ‭and

‭software components of the project.
‭7. ‭Manage‬ ‭the‬ ‭testing‬ ‭and‬ ‭verification‬ ‭of‬ ‭the‬ ‭system‬ ‭until‬ ‭completion‬ ‭of‬ ‭a‬ ‭fully

‭functional system.

‬            
            





III. 	QUALIFICATIONS	OF	BIDDER

1.  The  Bidder  must  have  at  least  FIVE  (5)  years  of  existence  as  a  reliable  provider  of  ICT  
Infrastructure and Equipment.

2.  The  Bidder  must  have  completed  a  single  contract  that  is  similar  to  the  project,  
equivalent  to  at  least   ifty  percent  (50%)  of  the  ABC;  or  at  least  two  (2)  similar  
completed  contracts  with  the  aggregate  amount  equivalent  to  at  least   ifty  percent  
(50%)  of  the  ABC.  The  similar  contract  shall  have  been  completed  within  ten  (10)  years  
from the date of submission and receipt of bid.
 For  this  purpose,  contracts  similar  to  the  Project  shall  be  Supply  and  delivery  of  ICT  
Infrastructure and Equipment.

3.  The  Bidder  must  have  a  service  center  /  service  center  partner  located  within  
the  National  Capital  Region  (NCR)  or  Central  Luzon  for  after  sales  services  upon  
the  duration  of  the  warranty  period  required  for  each  goods  or  equipment  
provided  to  BCDA and NAS.

4.  The  Bidder  must  be  a  manufacturer  or  an  accredited  distributor  or  partner  of  at  
least  One (1) brand for any of the ICT Infrastructure and/or Equipment.
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‭IV. ‭ADDITIONAL REQUIREMENTS TO BE SUBMITTED BY THE BIDDER

‭1. ‭During‬‭Opening of Bids

‭As‬ ‭part‬ ‭of‬ ‭their‬ ‭technical‬ ‭envelope‬ ‭during‬ ‭opening‬ ‭of‬ ‭bi‬‭ds,‬ ‭the‬ ‭Bidder‬ ‭is‬‭required‬‭to
‭submit‬ ‭evidence‬ ‭to‬ ‭support‬ ‭their‬ ‭statement‬ ‭provided‬ ‭in‬ ‭the‬ ‭Technical‬ ‭Specifications
‭Compliance‬ ‭Form.‬ ‭A‬ ‭statement‬ ‭that‬ ‭is‬ ‭not‬ ‭supported‬ ‭by‬ ‭evidence‬ ‭or‬ ‭is‬ ‭subsequently
‭found‬ ‭to‬ ‭be‬ ‭contradicted‬ ‭by‬ ‭the‬ ‭evidence‬ ‭presented‬ ‭will‬ ‭render‬ ‭the‬ ‭Bid‬ ‭under
‭evaluation‬ ‭liable‬ ‭for‬ ‭rejection.‬ ‭A‬ ‭statement‬ ‭either‬ ‭in‬ ‭the‬ ‭Bidder’s‬ ‭statement‬ ‭of
‭compliance‬ ‭or‬ ‭the‬ ‭supporting‬ ‭evidence‬ ‭that‬ ‭is‬ ‭found‬ ‭to‬ ‭be‬‭false‬‭either‬‭during‬‭the‬‭Bid
‭evaluation,‬ ‭post-qualification‬ ‭or‬ ‭the‬ ‭execution‬ ‭of‬ ‭the‬ ‭Contract‬ ‭may‬ ‭be‬ ‭regarded‬ ‭as
‭fraudulent‬ ‭and‬ ‭render‬ ‭the‬ ‭Bidder‬ ‭or‬ ‭supplier‬ ‭liable‬ ‭for‬ ‭prosecution‬ ‭subject‬ ‭to‬ ‭the
‭applicable laws and issuances.

‭The‬‭evidence‬‭that‬‭is‬‭required‬‭to‬‭supplement‬‭the‬‭Technical‬‭Specifications‬‭Form‬‭may‬‭be‬‭a
‭Product‬ ‭Brochure‬ ‭and/or‬ ‭other‬ ‭related‬ ‭documents‬ ‭containing‬ ‭the‬ ‭description‬ ‭and
‭details‬ ‭of‬ ‭each‬‭item‬ ‭to‬‭be‬‭offered‬‭and/or‬‭Certificate‬‭from‬‭the‬‭Manufacturer,‬‭certifying
‭compliance in all the specifications‬‭of‬‭each item‬‭to be offered.

‭2. ‭During‬‭Post-Qualification Evaluation

‭a. ‭The‬ ‭Bidder‬ ‭with‬ ‭the‬ ‭Lowest‬ ‭Calculated‬ ‭Bid‬ ‭shall‬ ‭submit‬ ‭a‬ ‭sworn‬ ‭statement
‭certifying‬ ‭that‬ ‭the‬ ‭brand/s‬ ‭of‬ ‭the‬ ‭items‬ ‭to‬ ‭be‬ ‭supplied‬ ‭is/are‬ ‭existing‬ ‭in‬ ‭the
‭market for at least five (5) years.

‭b. ‭The‬ ‭Bidder‬ ‭with‬ ‭the‬ ‭Lowest‬ ‭Calculated‬ ‭Bid‬ ‭shall‬ ‭submit‬ ‭a‬ ‭duly‬ ‭notarized
‭“Manufacturer’s‬ ‭Authorization‬ ‭Form”‬ ‭(template‬ ‭provided‬ ‭in‬ ‭Section‬ ‭IX,
‭Bidding‬ ‭Forms)‬ ‭as‬ ‭proof‬ ‭of‬ ‭partnership‬ ‭with‬ ‭the‬ ‭manufacturer‬‭(i.e.‬‭Authorized
‭reseller/distributor)‬ ‭of‬ ‭at‬ ‭least‬ ‭one‬ ‭brand‬ ‭of‬ ‭goods‬ ‭or‬ ‭equipment‬ ‭to‬ ‭be
‭supplied.‬‭In‬‭case‬‭the‬‭Bidder‬‭is‬‭the‬‭manufacturer,‬‭the‬‭Bidder‬‭shall‬‭state‬‭the‬‭same
‭in the Manufacturer’s Authorization Form.

‭c. ‭The‬ ‭Bidder‬ ‭with‬ ‭the‬ ‭Lowest‬ ‭Calculated‬ ‭Bid‬ ‭must‬ ‭submit‬ ‭the‬ ‭duly‬ ‭notarized
‭”‬‭Statement‬ ‭of‬ ‭After‬ ‭Sales‬ ‭Support‬ ‭Availability”‬ ‭(template‬‭provided‬‭in‬‭Annex
‭B,‬‭Bidding‬‭Forms)‬‭stating‬‭the‬‭Bidder’s‬‭commitment‬‭to‬‭extend‬‭their‬‭full‬‭guarantee
‭and‬ ‭warranty‬ ‭as‬ ‭per‬ ‭the‬ ‭warranty‬ ‭clause‬ ‭for‬ ‭the‬ ‭goods‬ ‭offered‬ ‭under‬ ‭the
‭submitted‬ ‭bid‬ ‭with‬ ‭explicit‬ ‭warranty‬ ‭requirement‬ ‭in‬ ‭Section‬ ‭VII‬ ‭Technical
‭Specification.‬ ‭The‬ ‭location‬ ‭of‬ ‭such‬ ‭specific‬ ‭service‬ ‭centers‬ ‭shall‬ ‭be‬ ‭within‬ ‭the
‭National‬ ‭Capital‬ ‭Region‬ ‭or‬ ‭Central‬ ‭Luzon‬ ‭Region‬ ‭3‬‭.‬ ‭The‬ ‭after-sales‬ ‭support
‭center‬ ‭shall‬ ‭be‬ ‭available‬ ‭for‬ ‭technical‬ ‭support‬ ‭for‬ ‭the‬ ‭entire‬ ‭duration‬ ‭of‬ ‭the
‭warranty period required for each select goods or equipment.

‭V. ‭DELIVERY, INSTALLATION AND TESTING SCHEDULE

‭The‬ ‭procured‬ ‭items‬ ‭shall‬ ‭be‬ ‭delivered,‬ ‭installed‬‭and‬‭tested‬‭within‬‭One‬‭Hundred‬‭Twenty
‭(120) Calendar Days upon the date of receipt of Purchase Order/Notice to Proceed.
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VI. 	PLACE	OF	DELIVERY

 The  place  of  delivery  will  be  at  National  Academy  of  Sports  Campus,  New  Clark  City  Capas,  

Tarlac.

VII. 	APPROVED	BUDGET	FOR	THE	CONTRACT	(ABC)

 The  total  ABC  is 	Fifty-Five		Million		Seven		Hundred		Fifty		Thousand		Pesos		and		00/100 	

(PhP		55,750,000.00),	  inclusive  of  all  applicable  government  taxes  and  fees.  Any  bid  with  

a  inancial component exceeding the ABC shall not be accepted.

 In all cases, the NFCC computation must be at least equivalent to the ABC to be bid.

VIII. 	TERMS	OF	PAYMENT
 In  consideration  of  the  requirements  under  this  TOR,  payment  to  the  winning  Bidder  shall  
be  made  upon  completion  of  the  scope  of  works  subject  to  the  usual  auditing  and  
accounting procedures.

A.  Payments  shall  be  made  only  upon  a  certi ication  by  the  BCDA and NAS  to  the  
effect  that  the  Goods  have  been  supplied,  delivered,  and  installed  in  accordance  
with  the  terms  of  this  Contract  and  have  been  duly  inspected  and  accepted.  
Except  with  the  prior  approval  of  the  President,  no  payment  shall  be  made  for  
services  not  yet  rendered  or for supplies and materials not yet delivered under this 
Contract.

B.  The  currency  in  which  payment  is  made  to  the  Supplier  under  this  Contract  shall  be  
in Philippine Pesos.

IX. 	WARRANTY
 In  order  to  assure  that  manufacturing  defects  shall  be  corrected  by  the  Supplier,  a  
warranty  security  shall  be  required  from  the  contract  awardee  for  a  minimum  period  of  
one  (1)  year  after  acceptance  by  the  BCDA  and    N AS     of  the  delivered  supplies  in  
accordance  with  Section 62.1 of the 2016 revised IRR of RA No. 9184.
 The  obligation  for  the  warranty  shall  be  covered  by  either  retention  money  in  an  amount  
equivalent  to  at  least  one  percent  (1%)  of  every  progress  payment,  or  a  special  bank  
guarantee  equivalent  to  at  least  one  percent  (1%)  of  the  total  contract  price.  The  said  
amounts shall only be released after the lapse of the warranty period.

X. 	CORRUPT,	FRAUDULENT,	COLLUSIVE	AND	COERCIVE	PRACTICE
 Any  attempt  by  the  bidder  to  in luence  the  SBAC  or  its  authorized  representatives  in  the  
evaluation  of  the  bids  or  contract  award  decisions  shall  result  in  the  rejection  of  its  bid  or  
revocation  of  award  as  the  case  may  be,  and  the  application  of  other  sanctions  and  
remedies provided by law.
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‭XI. ‭RESERVATION CLAUSE

 BCDA and NAS  reserves  the  right  to  accept  or  reject  any  and  all  proposals,  to  
terminate  the  procurement  process,  or  to  reject  all  proposals  at  any  time  prior  to  the  
contract  award,  without thereby incurring any liability to the affected proponent bidders.
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‭Technical Specifications for ICT Infrastructure and Equipment‬

‬


‭7‬

‭BIDDING FOR THE SUPPLY, DELIVERY, AND INSTALLATION OF ICT INFRASTRUCTURE AND EQUIPMENT FOR‬
‭THE NATIONAL ACADEMY OF SPORTS (NAS) - PHASE 2 AT NEW CLARCK CITY‬

‭TECHNICAL SPECIFICATIONS COMPLIANCE FORM‬

‭NO.‬ ‭QTY‬ ‭UNIT‬ ‭SPECIFICATIONS‬

‭COMPLIANCE‬

‭Compliant‬ ‬

‭ICT INFRA & EQUIPMENT‬

‭NETWORK INFRA‬

‭1‬ ‭1‬ ‭unit‬ ‭A. INTERNET ROUTER

‭Specifications:‬

‭Must at least support forwarding performance of 1 Gbps‬

‭Must at least have the ff. ports:‬

‭2x GE (Gigabit Ethernet) Combo WAN ports‬

‭8x GE LAN ports which can be configured as WAN‬

‭Must support multi-core processors and non-blocking‬
‭switching structure‬

‭Must support fault detection and determination in‬
‭milliseconds, minimizing service interruption time‬

‭Must support Built-in firewall, IPS (Intrusion Prevention‬
‭System), URL filtering, and multiple VPN technologies,‬
‭providing comprehensive security protection capabilities‬

‭Must support built-in SD-WAN (Software defined WAN)‬
‭solution‬

‭Must support traffic steering based on bandwidth and link‬
‭quality‬



‭8‬

‭Must at least support memory of 2 GB‬

‭Must support 1U form factor‬

‭Must have built-in fan modules‬

‭Must at least support operating temperature of 0 º C to 45 º‬
‭C‬

‭Must support the ff. features and protocols:‬

‭DHCP server/client/relay‬

‭PPPoE server/client‬

‭NAT‬

‭IEEE 802.1Q‬

‭IEEE 802.3‬

‭VLAN management‬

‭MAC management‬

‭Routing policies‬

‭Static routes‬

‭RIP (, RIPng‬

‭OSPF, OSPFv3‬

‭IS-IS, IS-ISv6‬

‭BGP, BGP4+‬

‭MPLS (Multiprotocol Label Switching)‬

‭ACL (Access control list)‬

‭SNMP v1/v2c/v3 (Simple Network Management Protocol)‬

‭Web-based network management‬

‭RMON (Remote network monitoring)‬

‭B. SWITCHES

‭2‬ ‭2‬ ‭unit‬ ‭B-1 WAN SWITCH

‭Must have 8x 10/100/1000BASE-T ports and 4x SFP+ ports‬
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‭Must have operating temperature of -5°C to +45°C, storage‬
‭temperature of -40℃ to +70℃ and relative humidity of 5%‬
‭to 90% (non-condensing).‬

‭Must support the ff. Layer 2 functions:‬

‭Number of MAC address entries ≥ 16K‬

‭Switching capacity ≥ 96Gbps‬

‭≥ 4k VLANs‬

‭IEEE (Institute of Electrical & Electronic Engineers,‬
‭Network Standard) 802.1d‬

‭Automatic learning and aging of MAC addresses‬

‭IEEE 802.1w‬

‭IEEE 802.1s‬

‭Must support the ff. Layer 3 functions:‬

‭≥ 4K FIBv4 entries‬

‭≥ 1K FIBv6 entries‬

‭Static routes‬

‭RIP v1/2 and RIPng‬

‭OSPF and OSPFv3‬

‭Must support the ff. security features:‬

‭MFF (Macromedia Flash File)‬

‭AAA authentication and RADIUS authentication‬

‭SSH V2.0/HTTPS‬

‭Must support the ff. management and maintenance‬
‭features:‬

‭SNMPv1/v2c/v3‬

‭RMON‬

‭3‬ ‭1‬ ‭unit‬ ‭B-2 CORE SWITCH

‭Specifications:‬
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‭Must support maximum of 96 x 100GE, 96 x 40GE, 160 x‬
‭25GE or 192 x 10GE ports‬

‭Must maximize slots for power modules‬

‭Must at least include the ff. interface cards:‬

‭48-Port 10GE SFP+ interface card

‭12-port 40GE QSFP+ interface card

‭Must at least include two switch fabric unit‬

‭Must include guide rails‬

‭Must support the ff. Layer 2 functions:‬

‭≥ 1M MAC address entries‬

‭Switching capacity ≥ 19.0 Tbps‬

‭Forwarding performance ≥14,200 Mpps‬

‭≥ 4K VLANs‬

‭IEEE 802.1d‬

‭Automatic learning and aging of MAC addresses‬

‭IEEE 802.1w‬

‭IEEE 802.1s‬

‭Must support the ff. Layer 3 functions:‬

‭RIP and RIPng‬

‭OSPF and OSPFv3‬

‭IS-IS and IS-ISv6‬

‭BGP and BGP4+‬

‭Must support the ff. multicast features:‬

‭Multicast traffic control‬

‭IGMPv1/v2/v3 snooping‬

‭Must support multicast ACL‬

‭Must support the ff. security features:‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭MACsec‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭NAC (Network Access Control)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1X/MAC address/DHCP snooping-triggered‬
‭authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭1K CPU hardware queues‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭RMON‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭DoS attack defense, TCP SYN flood attacks, UDP flood‬
‭attacks‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. features for reliability:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭LACP and E-Trunk‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭VRRP and BFD-VRRP‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭High-speed Self Recovery‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. features for management and‬
‭maintenance:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭SNMPv1/v2/v3‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Hot patches‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Streaming Telemetry‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Console port login, Telnet, SSH‬ ‭ ‬ ‭ ‬

‭4‬ ‭4‬ ‭unit‬ ‭B-3 DISTRIBUTION SWITCH‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must have 48x 10/100/1000BASE-T PoE+ and 4x SFP+‬
‭ports with an 8x 10G SFP+ interface card‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include a redundant power supply.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support PoE power budget of 1500W or higher‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. Layer 2 functions:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Number of MAC address entries ≥ 32K‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Switching capacity ≥ 330Gbps‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 4094 VLAN‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1d‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Learning and aging of MAC addresses‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1w‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1s‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. Layer 3 functions:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 32K FIBv4 entries‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 16K FIBv6 entries‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Static routes‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭RIP v1/2 and RIPng‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭OSPF and OSPFv3‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IS-IS and IS-ISv6‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭BGP, BGP4+‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭MPLS‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭VPN (Virtual Private Network)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. security features:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭MFF‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭AAA authentication and RADIUS authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭SSH V2.0 and HTTPS‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Threat Deception‬ ‭ ‬ ‭ ‬

‭5‬ ‭6‬ ‭unit‬ ‭B-4 ACCESS SWITCH‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support 48x10/100/1000BASE-T POE, 4 SFP+‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Number of MAC address entries ≥ 16K‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support switching capacity of 200 Gbps‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭PoE (Power over ethernet) switches must at least support‬
‭PoE power of 380W with built-in AC power module.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. Layer 2 functions:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 4K VLANs‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1d‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭learning and aging of MAC addresses‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1w‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭IEEE 802.1s‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. Layer 3 functions:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 4K FIBv4 entries  (Forwarding Information Base version)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭≥ 1K FIBv6 entries‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Static routes‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭RIP and RIPng‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭OSPF and OSPFv3 (Open shortest path first protocol)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. security features:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭AAA authentication and RADIUS authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭SSH V2.0/HTTPS‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support the ff. management and maintenance‬
‭features:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭SNMPv1/v2c/v3‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭RMON‬ ‭ ‬ ‭ ‬

‭6‬ ‭1‬ ‭unit‬ ‭B-5 SERVER SWITCH‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must at least support switching capacity of 3.6 Tbps‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must at least support forwarding performance of 940 Mpps‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support front-to-back airflow‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must at least support the ff. interfaces:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭6x 100G QSFP28 (Quad Small Form-Factor Pluggable)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭48x 25G SFP28‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support access, trunk, and hybrid interfaces to VLANs‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support QinQ (Quality in Quality)‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Must support M-LAG technology (Multi-Chassis Link‬
‭Aggregation Group)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support DLDP (Device Link Detection Protocol)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support static, dynamic, and blackhole MAC address‬
‭entries.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IPv4 routing protocols, such as RIP, OSPF,‬
‭IS-IS, and BGP.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IPv6 routing protocols, such as RIPng,‬
‭OSPFv3, IS-ISv6, and BGP4+.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IP packet fragmentation and reassembly‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support BFD for OSPF, BGP, IS-IS, and static route.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IPv6 ND and PMTU discovery.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support queue scheduling modes such as PQ, DRR,‬
‭PQ+DRR. (Priority Queuing; Deficit Round Robin)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support ACL‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support multicast traffic suppression‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support traffic shaping.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support VRRP, VRRP load balancing, and BFD for‬
‭VRRP. (Virtual Router Redundancy Protocol)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support hardware-based BFD‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IGMP, PIM-SM, and MBGP (Protocol‬
‭Independent Multicast)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support Private VLAN or equivalent such as MUX‬
‭VLAN‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support defense against DoS, ARP, and ICMP attacks.‬
‭(Denial of Service; Address Resolution Protocol)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support port isolation, port security, and sticky MAC‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support bindings of IP addresses, MAC addresses,‬
‭port numbers, and VLAN IDs.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support RMON‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Must support AAA, RADIUS, and HWTACACS‬
‭authentication. (HW Terminal Access Controller Access‬
‭Control System)‬

‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IGMP snooping. (Internet Group Management‬
‭Protocol)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IGMP proxy.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support ERSPAN+ (Encapsulated remote SPAN)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support Telemetry.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support SNMPv1/v2/v3, Telnet, and SSH.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support network-wide path detection.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support statistics on the buffer microburst status‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support BootROM upgrade and remote upgrade.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support zero touch provisioning‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support traffic analysis features such as sFlow and‬
‭NetStream or equivalent such as NetFlow‬ ‭ ‬ ‭ ‬

‭7‬ ‭2‬ ‭unit‬ ‭C. WIRELESS CONTROLLERS‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support manage 2K APs.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support 32K users.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must provide 120Gbps forwarding performance.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must have at least eight 1GE Ethernet interface.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must have at least two 40GE QSFP+ interface and twelve‬
‭10GE SFP+ interface.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support redundant power modules.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support static routes, OSPF, BGP, IS-IS, routing‬
‭policies, and policy-based routes.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support 802.1X authentication, Portal authentication,‬
‭MAC + Portal Authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support WPA/WPA2/WPA3 authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support Built-in Portal/AAA server for Portal/802.1X‬
‭authentication‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support IPv6 dynamic routing protocols, including‬
‭OSPFv3 and BGP4+.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support smart roaming based on 802.11k and‬
‭802.11v‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬
‭Support application-based policy control technologies,‬
‭including traffic blocking, traffic limit, and priority‬
‭adjustment policies‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support URL filtering, antivirus function and‬
‭intrusion prevention‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support band steering function‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support spectrum analysis and WAN authentication‬
‭escape‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Must have a built-in web system which makes‬
‭configuration easy and can provide comprehensive‬
‭monitoring and intelligent diagnosis‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Must support a health-centric monitoring which shows the‬
‭summary, and real-time statistics. KPIs are displayed in‬
‭graphs which includes user, radio, and AP performance.‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Must support version upgrade features such as device‬
‭software loading, online software loading, and in-service‬
‭patching‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Must support configurations using command lines, login‬
‭through console and telnet terminals, and must support‬
‭SNMPv1, SNMPv2c, and SNMPv3‬

‭ ‬ ‭ ‬

‭8‬ ‭1‬ ‭unit‬ ‭C-1 WIRELESS CONTROLLERS LICENSE‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include 144 AP licenses compatible for onboarding‬
‭the proposed APs in this TOR‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭D. ACCESS POINTS (AP)‬ ‭ ‬ ‭ ‬

‭9‬ ‭12‬ ‭unit‬ ‭Outdoor AP‬

‭Specifications:‬

‭Must support 5 GHz radio, 802.11ax 4x4 MU-MIMO‬
‭(multi-user, multiple input, multiple output)‬

‭Must support 2.4 GHz radio 802.11ax 4x4 MU- MIMO‬

‭Must support total spatial streams: ≥ 8; device rate:‬

‭≥ 5 Gbps‬

‭Must at least have 1 x 5 GE, 1x GE and 1x 10GE‬

‭SFP+‬

‭Must support Bluetooth 5.2‬
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‭Must at least have antenna gain of 2.4GHz: 10dBi (Decibels‬
‭relative to isotropic)‬

‭and 5GHz: 11dBi.‬

‭Must support a maximum of 1024 number of users.‬

‭Must support IP68 dustproof and waterproof grade.‬

‭Must at least support 6 kA or 6 kV surge protection on‬
‭Ethernet ports‬

‭Must support built-in smart antennas‬

‭Must support the ff. WLAN features:‬

‭Beamforming‬

‭Priority mapping and scheduling‬

‭SSID hiding‬

‭802.11k and 802.11v smart roaming‬

‭Must support the ff. network features:‬

‭IPv4/IPv6 Access control lists (ACLs)‬

‭Link Layer Discovery Protocol (LLDP)‬

‭SSID-based VLAN assignment‬

‭IEEE 802.1q‬

‭IEEE 802.3ab‬

‭DHCP client‬

‭Must support the QoS and Security features:‬

‭Queue mapping and scheduling‬

‭User-based bandwidth limiting‬

‭802.1x authentication‬

‭MAC-address authentication‬

‭Portal authentication‬

‭Rogue device detection and countermeasure‬

‭WPA/WPA2/WPA3 authentication‬
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‭Each outdoor AP must include a PoE injector‬

‭10‬ ‭124‬ ‭unit‬ ‭Indoor AP‬

‭Must at least have latest generation Wi-Fi standards of‬
‭IEEE 802.11ax improves user experience in high-density‬
‭access scenarios and supports 2.4 GHz and 5 GHz‬
‭frequency bands.‬

‭Must at least have dual mode: 2.4 GHz (2x2 MIMO) + 5 GHz‬
‭(2x2 MIMO), achieving rates of up to 575 Mbps and 1.2‬
‭Gbit/s, respectively, and 1.775 Gbit/s for the device.‬

‭Must at least have built-in smart antennas.‬

‭Must support the following WLAN features:‬

‭IEEE 802.11ax‬

‭IEEE 802.11a/b/g/n/ac/ac Wave 2‬

‭Beamforming‬

‭SSID hiding‬

‭802.11k and 802.11v smart roaming‬

‭Must support the QoS and Security features:‬

‭Queue mapping and scheduling‬

‭User-based bandwidth limiting‬

‭802.1x authentication‬

‭MAC-address authentication‬

‭Portal authentication‬

‭Rogue device detection and countermeasure‬

‭WPA/WPA2/WPA3 authentication‬

‭Must support the ff: interface type:‬

‭1 x 10M/100M/1GE (RJ45, PoE in)‬

‭1 x USB2.0‬

‭DATA CENTER INFRASTRUCTURE‬

‭11‬ ‭1‬ ‭unit‬ ‭A. BACKUP SERVER‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Form Factor: 1U (1 rack unit or 1U) rack server‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Drive Bays: Supports up to 8 x 2.5-inch SAS/SATA‬
‭(HDD/SSD)‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭CPU: One Intel® Xeon® Silver with 16-core‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Memory: 2 x 16GB‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Storage: 2 x 600GB 15K RPM SAS Hot-plug Hard Drive‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭RAID Controller: Able to support RAID levels 0, 1, 5‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Ports:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Dual Port 10GbE SFP+‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Dual Port 10GbE BASE-T‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Power Supply: Dual, Hot-Plug Power Supply, 800W‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Supported Operating System:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Windows Server with Hyper-V‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o RHEL‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o SLES‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Supports the following security features:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Secure Boot‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Silicon Root of Trust‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Cryptographically signed firmware‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o System Lockdown‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o System Erase‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include 3-year server warranty‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include Windows Server License‬ ‭ ‬ ‭ ‬

‭12‬ ‭1‬ ‭unit‬ ‭B. BACKUP SOFTWARE‬

‭ ‬ ‭ ‬ ‭ ‬

‭Solution should support the following versions of the‬
‭Microsoft Hyper-V platform:‬

‭Microsoft Windows Server 2022‬

‭Microsoft Windows Server 2019‬

‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬
‭Solution should provide centralized console for‬
‭administering backup, restore and replication operations in‬
‭all supported platforms (virtual, physical, cloud)‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Agentless protection without the need to install individual‬
‭agents inside each Guest VMs.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Solution should utilize 256-bit AES to encrypt data blocks‬
‭in backup files and provide mechanisms of data‬
‭compression and deduplication.‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭Solution must protect virtual machines (VMs), data,‬
‭applications and more through the ability to instantly‬
‭recover complete VMs and perform granular recovery for‬
‭key application items‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must be at least 1-year subscription license with (24/7)‬
‭support for at least 5 instances‬ ‭ ‬ ‭ ‬

‭13‬ ‭1‬ ‭unit‬ ‭C. BACKUP REPOSITORY‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Backup repository must have the following minimum‬
‭specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Form Factor: Rack server‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭HDD Bays: Must support up to 40 x 3.5inch HDD bays‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Processors: Intel Xeon Processor with 8-core and supports‬
‭Turbo Boost up to 2.7 GHz‬ ‭ ‬ ‭ ‬

‭Memory: 16 GB (expandable up to 64 GB)‬

‭Storage: Must have at least a total of 40TB usable capacity‬

‭Ports: Must have at least 4-port 1GbE RJ-45, 2-port 10GbE‬
‭RJ-45‬

‭Must support the following file systems: BTRFS, Ext4, Ext3,‬
‭FAT, NTFS‬

‭Must include at least a five (5) year warranty.‬

‭14‬ ‭1‬ ‭unit‬ ‭D. ADDITIONAL TRADITIONAL NODE‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Form Factor: 1U rack server‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Processor: 1 x Intel Xeon Silver 2.4G, 16C/32T‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Memory: 6 x 64GB‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Drive bays: Must support up to 8 x 2.5-inch‬
‭SAS/SATA/NVMe (HDD/SSD) max 120 TB‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Storage: 2 x 480GB SSD‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Storage Controller: Supports RAID levels 0, 1, 5, 6, 10, 50,‬
‭60‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Network ports: Must have at least 2 x 1GbE, 2 x 10GbE‬
‭SFP+, and 2 x 16Gb FC HBA with transceivers‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭PSU: Must have hot-plug redundant power supply‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Supports the following Operating Systems:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o VMware ESXi‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Citrix‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Microsoft Windows Server‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Red Hat Enterprise Linux‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Ubuntu Server‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Supports the following security features:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o TPM 1.2/2.0‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Cryptographically signed firmware‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Secure Boot‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o System Lockdown‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Secure erase‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭o Silicon Root of Trust‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include 3-year server warranty‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must include Windows Server License‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭ENDPOINT SECURITY‬ ‭ ‬ ‭ ‬

‭15‬ ‭5‬ ‭unit‬ ‭ENDPOINT SECURITY FOR SERVER‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must have the capability to:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Enable computers to get updates from a cache on a server‬
‭on the network, rather than directly from internet or‬
‭security vendor.‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Only applications you have approved can run on a server.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭File Integrity Monitoring‬ ‭ ‬ ‭ ‬
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‭Secure cloud, on-premises, and virtual server deployments.‬

‭Be managed via the security vendor cloud management‬
‭platform for all the same security vendor solutions‬

‭One (1) year subscription‬

‭16‬ ‭110‬ ‭units‬ ‭ENDPOINT SECURITY FOR WORKSTATION‬

‭Integrated Management‬

‭Must have:‬

‭· ‭A unified console for managing multiple products
‭from the same vendor

‭· ‭The ability to manage security policies and
‭administer multiple products from a single web interface.

‭Multi-Platform Management‬

‭· ‭Windows, Mac, and Linux machines must be
‭managed from one management console.

‭Updating and Deployment Options‬

‭Must be able to:‬

‭· ‭Configure the bandwidth limit for updating

‭· ‭Must have the option to enable devices to get
‭updates from the security vendor from a cache device and
‭communicate all policy

‭· ‭Deploying the endpoint agent must support the
‭following methodology:

‭o Email setup link

‭o Installer link

‭o Scripted Installation

‭o Inclusion on an Image

‭API & SIEM Integration‬

‭Must have the capability to:‬

‭· ‭Extract events and alerts information from the
‭Cloud
‭Dashboard to a local SIEM.
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‭·‬ ‭Allow integration with SIEM solutions‬

‭Role Management‬

‭Must have the capability:‬

‭·‬ ‭To divide security administration by responsibility‬
‭level and includes predefined roles including:‬

‭o Super Admin‬

‭o Admin‬

‭o Help Desk‬

‭o Read-Only‬

‭o User‬

‭AD (Active directory) Synchronization‬

‭Must have the capability to:‬

‭·‬ ‭Implement a service that maps users and groups‬
‭from Active Directory to the security vendor cloud console‬
‭and keeps them synced.‬

‭·‬ ‭Synchronized with Azure Active Directory‬

‭·‬ ‭Auto synchronization that happens every 6 hours‬
‭for‬
‭Azure AD‬

‭Tamper Protection‬

‭·‬ ‭Must have the capability to prevent the following‬
‭actions on the endpoint protection solution:‬

‭·‬ ‭Change settings for on-access scanning, suspicious‬
‭behavior detection (HIPS), web protection, or security‬
‭vendor live protection‬

‭·‬ ‭Disable tamper protection‬

‭·‬ ‭Uninstall the security vendor agent software‬

‭Threat Protection‬

‭Must have the capability to:‬

‭·‬ ‭Protect against malware, risky file types and‬
‭websites, and malicious network traffic.‬
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‭·‬ ‭Have security vendor settings recommendation to‬
‭provide best protection a computer can have without‬
‭complex configuration‬

‭·‬ ‭Check suspicious files against the latest information‬
‭in security vendor database‬

‭·‬ ‭Automatically submit malware samples to security‬
‭vendor online for analysis‬

‭·‬ ‭Do real-time scanning of local files and network‬
‭shares the moment the user tries to access them. Access‬
‭must be denied unless the file is clean.‬

‭·‬ ‭Do real-time scanning internet resources as users‬
‭attempt to access them.‬

‭·‬ ‭Protect against threats by detecting suspicious or‬
‭malicious behavior or traffic on endpoint computers:‬

‭·‬ ‭Documents from Ransomware‬

‭·‬ ‭Critical functions in web browsers‬

‭·‬ ‭Mitigate exploits in vulnerable applications‬

‭·‬ ‭Application hijacking‬

‭·‬ ‭Detect network traffic to command-and-control‬
‭servers‬

‭Suspicious Behavior Detection‬

‭Must be able to:‬

‭·‬ ‭Monitor the behavior of code to stop malware‬
‭before‬
‭a specific detection update is released‬

‭·‬ ‭Have both pre-execution behavior analysis and‬
‭runtime behavior analysis.‬

‭·‬ ‭Have a technology that is used to identify specific‬
‭characteristic of files before they run, to determine‬
‭whether they have malicious intent‬

‭Advanced Deep Learning mechanism‬

‭·‬ ‭The system shall be light speed scanning; within 20‬
‭milliseconds, the model shall be able to extract millions of‬
‭features from a file, conduct deep analysis, and determine if‬
‭a file is benign or malicious. This entire process happens‬
‭before the file executes.‬
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‭Must be able to:‬

‭·‬ ‭Prevent both known and never-seen-before‬
‭malware, likewise, must be able to block malware before it‬

‭executes.‬

‭·‬ ‭Protect the system even when offline and will not‬
‭rely on signatures.‬

‭·‬ ‭Classify files as malicious, potentially unwanted‬
‭apps‬
‭(PUA) or benign.‬

‭·‬ ‭Should be able to process data through multiple‬
‭analysis layers, each layer making the model considerably‬

‭more powerful.‬

‭·‬ ‭Should be able to process significantly more input,‬
‭can accurately predict threats while continuing to stay up‬
‭to date.‬

‭·‬ ‭Model footprint shall be incredibly small, less than‬
‭20MB on the endpoint, with almost zero impact on‬
‭performance.‬

‭·‬ ‭The deep learning model shall be trial and evaluate‬
‭models end-to-end using advanced developed packages like‬
‭Keras, TensorFlow, and Scikit-learn.‬

‭Exploit Prevention/Mitigation must detect and stop the‬
‭following known exploits:‬

‭·‬ ‭Enforcement of Data Execution Protection (DEP)‬

‭·‬ ‭Mandatory Address Space Layout Randomization‬
‭(ASLR)‬

‭Endpoint Security + Firewall‬

‭·‬ ‭Automatically isolate infected endpoints on the‬
‭public‬
‭and local area networks‬

‭·‬ ‭Identify all apps on the network‬

‭·‬ ‭Link threats to individual users and computers‬

‭One (1) year subscription‬

‭ ‬ ‭ ‬ ‭ ‬ ‭FIREWALL‬ ‭ ‬ ‭ ‬

‭17‬ ‭2‬ ‭units‬ ‭A. FIREWALL APPLIANCE‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭Performance Specifications‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 115 Gbps of Firewall Throughput.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 60 Gbps of Firewall IMIX (Internet‬
‭mix) Throughput.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 48 Gbps of IPS Throughput.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 17 Gbps of Threat Protection‬
‭Throughput.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 39 million concurrent sessions.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 490,000 new connections/sec.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must support at least 97 Gbps of IPsec VPN Throughput.‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Central Firewall Management‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed central firewall management shall support‬
‭Zero-touch deployment which enables the initial‬
‭configuration to be performed in Cloud-based management‬
‭and then exported for loading onto the device from a flash‬
‭drive at startup, automatically connecting the device back‬
‭to the central firewall management.‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭ATP and Endpoint Health monitoring‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall have Advanced Threat‬
‭Protection (detect and block network traffic attempting to‬
‭contact command and control servers using multi-layered‬
‭DNS, AFC, and firewall)‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls shall have automated policies that‬
‭can limit access to network resources or completely isolate‬
‭compromised systems until they are cleaned‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall have lateral movement‬
‭protection to further isolates compromised systems by‬
‭having healthy managed endpoints, of the same brand,‬
‭reject all traffic from unhealthy endpoints preventing the‬
‭movement of threats even on the same broadcast domain‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Web Protection and Control‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭support Fully transparent proxy for anti-malware and‬
‭web-filtering‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls Web Protection and Control shall‬
‭have Enhanced Advanced Threat Protection‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall have URL Filter database with‬
‭millions of sites across 92 categories backed by OEMLabs‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭have Advanced web malware protection with JavaScript‬
‭emulation‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭have Live Protection real-time in-the-cloud lookups for the‬
‭latest threat intelligence‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭have Second independent malware detection engine for‬
‭dual scanning‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls Web Protection and Control shall‬
‭have High performance web content caching‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭support Forced caching for Managed Endpoint (of the same‬
‭brand) updates‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭support Safe Search enforcement (DNS-based) for major‬
‭search engines per policy (user/group)‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall support Web policy override‬
‭option to temporarily allow access to blocked sites or‬
‭categories that are fully customizable and manageable by‬
‭select users‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls Web Protection and Control shall‬
‭support User/Group policy enforcement on Google‬
‭Chromebooks‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Cloud Application Visibility‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall support Control Center widget‬
‭which displays amount of data uploaded and downloaded‬
‭to cloud applications categorized as new, sanctioned,‬
‭unsanctioned or tolerated‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall be able to Discover Shadow IT‬
‭at a glance‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall be capable to Drill down to‬
‭obtain details on users, traffic, and data‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall support One-click access to‬
‭traffic shaping policies‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall be capable to Filter cloud‬
‭application usage by category or volume‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls shall be able to provide Detailed‬
‭customizable cloud application usage report for full‬
‭historical reporting‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Application Protection and Control‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall be able to automatically‬
‭identify, classify, and control all unknown Windows and‬
‭Mac applications on the network by sharing information‬
‭between managed endpoints of the same brand.‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls shall support Signature-based‬
‭application control with patterns for thousands of‬
‭applications‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall support Cloud Application‬
‭Visibility and Control to discover Shadow IT‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭The proposed firewalls shall support App Control Smart‬
‭Filters that enable dynamic policies which automatically‬
‭update as new patterns are added‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭The proposed firewalls shall support Micro app discovery‬
‭and control‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall support Application control‬
‭based on category, characteristics (e.g., bandwidth and‬
‭productivity consuming), technology (e.g., P2P), and risk‬
‭level‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Web & App Traffic Shaping‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭The proposed firewalls shall support Custom traffic‬
‭shaping (QoS) options by web category or application to‬
‭limit or guarantee upload/download or total traffic priority‬
‭and bitrate individually or shared‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Zero-Day Protection Subscription‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Dynamic Sandbox Analysis‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Dynamic Sandbox Analysis shall support Full integration‬
‭into your security solution dashboard‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭Dynamic Sandbox Analysis shall be able to Inspect‬
‭executables and documents containing executable content‬
‭(Including .exe, .com, and .dll, .doc, .docx, docm, and .rtf and‬
‭PDF) and archives containing any of the file types listed‬
‭above (Including ZIP, BZIP, GZIP, RAR, TAR, LHA/LZH, 7Z,‬
‭Microsoft Cabinet)‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Dynamic Sandbox Analysis shall be able to Detect sandbox‬
‭evasion behavior‬ ‭ ‬ ‭ ‬
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‭ ‬ ‭ ‬ ‭ ‬
‭Dynamic Sandbox Analysis shall support Machine Learning‬
‭technology with Deep Learning scans all dropped‬
‭executable files‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Dynamic Sandbox Analysis shall include exploit prevention‬
‭and Anti-ransomware Protection technology from endpoint‬
‭security‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬
‭Dynamic Sandbox Analysis shall be able to provide‬
‭In-depth malicious file reports and dashboard file release‬
‭capability‬

‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Dynamic Sandbox Analysis shall support one-time‬
‭download links‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Reporting‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭a.       Central Firewall Reporting‬ ‭ ‬ ‭ ‬

‭18‬ ‭2‬ ‭units‬ ‭B. FIREWALL LICENSE‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭One (1) year license subscription, warranty, updates, and‬
‭support‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭DATA CENTER FACILITY‬

‭19‬ ‭1‬ ‭unit‬ ‭A. UNINTERRUPTIBLE POWER SUPPLY‬

‭Must meet the following performance specifications:‬

‭Supply and installation of 1 unit UPS‬

‭Must have atleast 30mins backup time at full load‬

‭Must be online double conversion‬

‭ ‬ ‭ ‬ ‭ ‬ ‭Must have internal batteries‬ ‭ ‬ ‭ ‬

‭Main input and output voltage : 400v 3phase in / 3phase‬
‭out‬

‭Rated Power : 30kw / 30kva‬

‭Input power factor at full load : 0.99‬

‭Maximum input current : 55A‬

‭Battery type : VRLA (Valve-Regulated Lead-Acid)‬

‭Bidder must provide complete electrical works to make‬
‭UPS system work‬
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‭20‬ ‭1‬ ‭lot‬ ‭STRUCTURED CABLING‬

‭UTP Cat6 Cable‬

‭Must meet the following performance specifications:‬

‭· 24 AWG solid bare copper conductors, non-plenum,
‭Polyolefin insulation, twisted pairs, central spline, rip cord,
‭PVC jacket

‭· NEC/(UL) Specification: CM

‭· CEC/C(UL) Specification: CM

‭· IEC Specification: 11801 Category 6

‭· EU RoHS Compliant (Y/N): Y

‭· TIA Specification: 568 C .2 Category 6

‭UTP Patch Panel‬

‭Must meet the following performance specifications:‬

‭· Max. Capacity: 24 connectors

‭· Front Connection: Flush

‭· Termination Area: Rear

‭· Material: Steel

‭· Must include 1pc generic horizontal cable manager
‭per patch panel

‭Information outlet‬

‭Must meet the following performance specifications:‬

‭· Related Parts: Compatible with Faceplates, Adapters,
‭Boxes and Patch Panels

‭· Wiring Scheme: T568A/B

‭· Plug/Jack Compatibility: RJ45, RJ11

‭· Comes with a T-bar to secure 110 type termination in
‭the rear of the outlet

‭· Requires need for rapid termination tool for ease of
‭termination

‭· Color Black
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‭ ‬ ‭ ‬ ‭ ‬ ‭·        Suitability – indoor‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬ ‭·        Safety listing: ACA, Bi - national standard listed‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Faceplate‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Must meet the following performance specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Max. Capacity: 1-port‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Front Connection: Flush‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Material: Plastic‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Suitability – indoor‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Safety listing: Bi-national Standard Listed‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        must include cat6 information outlet‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Patch Cord‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Must meet the following performance specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Stranded conductors improve Flexibility‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Improved strain relief and a flexible boot for optimum‬
‭protection in high-density installations‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Exceeds TIA and ISO transmission and mechanical‬
‭performance requirements‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Patchpanel patchcord must be 1 meters in length‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Access point patch cord must be 1 meters in length‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭14U DATA CABINET‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·‬ ‭Must have dimension of 600mmW x 600mmD x‬
‭730mmH‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Must have top and bottom cable access‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Must have front glass door‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Must have removable locking panel on each side of the‬
‭cabinet‬ ‭ ‬ ‭ ‬
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‭· Must include 1 unit horizontal PDU

‭· Winning bidder must include power outlet for each
‭data cabinet which includes wirings, and conduiting. BCDA
‭must provide electrical tapping point

‭Uninterruptible Power Supply‬

‭Must meet the following performance specifications:‬

‭· On-line Double conversion

‭· Must have 1.0 output power factor

‭· Graphical LCD display panel

‭· Must be 2000va/2000w

‭· Input Frequency 40hz to 70hz

‭· Input voltage range: 110Vac – 300Vac

‭· Output Receptacles: 6x IEC C13

‭· Output voltage regulation: +/- 1%

‭Fiber Optic Cable‬

‭Must meet the following performance specifications:‬

‭6Core multimode‬

‭· Suitable applications: high degree of flexibility suitable
‭for backbone, horizontal, inner and inter-building
‭installation.

‭· Excellent flame retardant performance for indoor
‭application

‭- 6core optical fibers, 900micron PVC tight buffer

‭- Outdoor jacket material: PVC

‭- NEC/(UL) specification: OFNR
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‭ ‬ ‭-       CEC/C(UL) specification: OFN‬ ‭ ‬ ‭ ‬

‭ ‬ ‭-       EU RoHS compliant‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Fiber Patch Panel‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Must meet the following performance specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬
‭·        Fiber Patch Panel, that can accommodate a variety of‬
‭Fiber connectors and terminated to fiber cables using‬
‭Splicing or other methods‬

‭ ‬ ‭ ‬

‭ ‬ ‭·        Fiber Patch Panel should be modular-type that can fit‬
‭2 fiber frames and can terminate up to 24-fiber in 1RU‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Typically used in Server rooms, Network rooms, Data‬
‭Centres and Small offices‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Can be mounted directly on any 19" rack or cabinet‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Must have fiber SC duplex adapter as Load‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Fiber Connector‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Must meet the following performance specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Must have SC type Connector‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Telecommunication Standards: TIA-568.3-D‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Connector Standards: IEC 61754, TIA 604‬ ‭ ‬ ‭ ‬

‭ ‬ ‭·        Flame Rating: PVC jacket: OFNR rating‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Fiber Patch Cord‬ ‭ ‬ ‭ ‬

‭ ‬ ‭Must meet the following performance specifications:‬ ‭ ‬ ‭ ‬

‭ ‬ ‭ ‬ ‭ ‬

‭·        SC - LC Patch Cord‬

‭·        Conforms Standard: TIA/EIA 568 C.3‬ ‭ ‬ ‭ ‬
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‭· Fiber type: OM3 & OS2

‭· Connector 1: SC - LC

‭· Cable Construction: duplex

‭· LC - LC Patch Cord

‭· Conforms Standard: TIA/EIA 568 C.3

‭· Fiber type: Singlemode

‭· Connector 1: LC- LC

‭· Cable Construction: duplex

‭21‬ ‭1‬ ‭lot‬ ‭INSTALLATION, CONFIGURATION, IMPLEMENTATION‬
‭SERVICES and AFTER SALES SUPP‬

‭Installation, configuration, implementation and sales‬
‭support of the following:‬

‭A. INTERNET ROUTER

‭B .SWITCHES‬

‭B-1 WAN SWITCH

‭B-2 CORE SWITCH

‭B-3 DISTRIBUTION SWITCH

‭B-4 ACCESS SWITCH

‭B-5 SERVER SWITCH

‭C. WIRELESS CONTROLLERS

‭C-1 WIRELESS CONTROLLERS LICENSE

‭D. ACCESS POINTS (AP)

‭D-1 OUTDOOR AP

‭D-2 INDOOR AP

‭E. DATA CENTER INFRASTRUCTURE

‭A. BACKUP SERVER



‭Bidder's Authorized Representative‬

‭__________________________‬ __________________________‬

‭Signature Over Printed Name‬ ‭Principal Bidder/Supplier‬
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‭B. BACKUP STORAGE

‭C. BACKUP REPOSITORY

‭D. ADDITIONAL TRADITIONAL NODE

‭F. ENDPOINT SECURITY

‭A. ENDPOINT SECURITY FOR SERVER

‭B. ENDPOINT SECURITY FOR WORKSTATIONS

‭G. FIREWALL

‭A. FIREWALL APPLIANCE

‭B. FIREWALL LICENSE

‭A. UNINTERRUPTIBLE POWER SUPPLY


